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42  
THE 
TROJAN-
PROOF 
CHIP
Could new circuitry protect chips 
from malicious hardware? 
BY SUBHASISH MITRA, 
H.-S. PHILIP WONG 
& SIMON WONG

28 Building a Bionic 
Nervous System
Stimulators implanted in the brain and 
spine are getting smart. 
By Tim Denison, Milton Morris & Felice Sun

36 The Birth of Innovation
This 1960s magazine helped define 
today’s technoculture.
By Matthew Wisnioski

48 Radar Everywhere
Applications for radar are proliferating, 
despite a regulatory environment that often 
makes developing new technologies risky. 
By Mitchell Lazarus
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 Who will make 
“searching for a signal” 
 a thing of the past?

You and NI will.  The wireless industry is rapidly evolving. To keep pace  

with increasing standards and help usher in the next generation of 5G technology, 

NI offers fast, flexible RF hardware powered by intuitive LabVIEW software. See how  

this combination adds clarity to communication at ni.com.

©2014 National Instruments. All rights reserved. LabVIEW, National Instruments, NI, and ni.com are trademarks of National Instruments. 
Other product and company names listed are trademarks or trade names of their respective companies.   18586
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ADDITIONAL RESOURCES

Spectrum.ieee.org
Flying Phones
For the first time, consumer-
grade electronics have been 
used to program a sophisticated, 
autonomous flying robot. Students 
at the University of Pennsylvania 
and Qualcomm Research 
partnered up to build a drone that’s 
run completely by an off-the-shelf 
mobile. Watch it fly itself!

Opinion
Forecasting Tomorrow’s Technology 
Participate in the IEEE Spectrum
SciCast prediction-market 
forecasting experiment.  
By Douglas McCormick

04  Back Story
05  Contributors
24  Numbers Don’t Lie
26  Technically Speaking

Resources
Music Maker
Create digital instruments out of 
almost anything with the Ototo.
By W. Wayt Gibbs

21 Tools: Cheap Photo Wrangling
22  Reviews: An Uncanny Play
23  Start-ups: CyPhy
60 And Now This... Flexible 

Electronics

News   
How Rooftop Solar Can 
Stabilize the Grid
Following Germany’s lead, California 
is giving solar inverters a bigger role 
in the grid.  By Peter Fairley

11 Better Carbon-Nanotube Circuits
12 Space Debris Debate
14 All-Natural Electronics
16 The Big Picture

081909 Online

Tech Insider / Webinars
Available at spectrum.ieee.org/webinar 

  Transformer and Inductor Modeling With 
COMSOL Multiphysics—12 February
  Thinking Past the Plug: Integrating Electric Vehicles 
With the Smart Grid—Now Available on Demand
  Bring Medical Devices to Market Faster With Reusable 
Components—Now Available on Demand

  NEW PRODUCT RELEASE LIBRARY
http://spectrum.ieee.org/static/new-product-release-library

  WHITE PAPERS
http://spectrum.ieee.org/whitepapers

The Institute
Available on 6 February 2015

SPECIAL REPORT ON GLOBAL GROWTH  Innovation is taking place in 
underserved and remote regions around the world, and IEEE is supporting 
these efforts. One IEEE program is helping local entrepreneurs in Africa start 
solar businesses that aim to eliminate harmful kerosene lamps, while another is 
working with India’s young adults to teach them how to launch ventures in their 
communities.

BECOMING A SOCIAL ENTREPRENEUR  Several IEEE members have 
founded their own social enterprises, which give back to the community while 
also making a profit. Read tips on how to do the same. 

MEET THE IEEE GLOBAL OFFICERS  Directors from the Europe and Asia 
offices share what technological advances are taking place in their parts of the 
world as well as IEEE’s activities on the local scale. 
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Publications Mail (Canadian Distribution) Sales Agreement No. 40013087. Return undeliverable Canadian addresses to: Circulation Department, IEEE Spectrum, Box 1051, Fort Erie, ON L2A 6C7. Cable address: ITRIPLEE. 
Fax: +1 212 419 7570. INTERNET: spectrum@ieee.org. ANNUAL SUBSCRIPTIONS: IEEE Members: $21.40 included in dues. Libraries/institutions: $399. POSTMASTER: Please send address changes to IEEE Spectrum, 
c/o Coding Department, IEEE Service Center, 445 Hoes Lane, Box 1331, Piscataway, NJ 08855. Periodicals postage paid at New York, NY, and additional mailing offices. Canadian GST #125634188. Printed at 120 Donnelley Dr., 
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VEN THE FINEST PRINT MAGAZINE IS EPHEMERAL. It’s read 
and possibly passed on to someone else. But sooner or later 
it’s discarded. 

So when the time came to illustrate historian Matthew 
Wisnioski’s “The Birth of Innovation,” about a prescient but 
short-lived 1960s technology and business magazine, we had a 
problem: Where could we find copies of the magazine? 

By chance, a man named Michael F. Wolff had e-mailed us last 
summer about an article he’d read in IEEE Spectrum. Wolff, it turns out, 
was the second (and last) editor of Innovation, and he lives on Manhat-
tan’s Upper East Side, just a few subway stops from Spectrum’s mid-
town office. He offered to share his pristine and nearly complete set of 
Innovation, as well as promotional material, internal memos, and his 
recollections about how the magazine came to be and what it stood for. 

Though Innovation lasted just over three years, Wolff likes to think 
the magazine captured the era’s zeitgeist and presaged a heady time in 
technology publishing. Before Innovation, tech-focused magazines were 
usually wonky trade or academic titles. But after Innovation came some 
slicker, more mainstream fare, such as Omni, Fast Company, and Wired.

Spectrum was an upstart when Innovation began its short run. Follow-
ing his magazine’s demise, in fact, Wolff became a Spectrum contributing 
editor, writing about inventors and invention. He fondly recalls inter-
viewing Intel cofounder Robert Noyce in the latter’s unfinished swim-
ming pool, for the 1976 feature “The Genesis of the Integrated Circuit.” 

With Innovation, Wolff says, “We felt we were doing something really 
different. Spectrum continues that editorial mission, of helping people 
understand the impact and the direction of technology.”  ■

A Magazine Endures
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CONTRIBUTORS_

Harry Campbell
Campbell is a Baltimore-based illustrator whose work 
has appeared in The New York Times, Newsweek,
PCWorld, Time, and many other publications. For this 
issue’s Numbers Don’t Lie column [p. 24], he was 
asked to visually capture the entangled debate over 
shale gas. His illustration shows a complex network 
of pipes snaking underground through fractured 
stone. “It doesn’t make [shale gas] look bad or good—
just complicated,” says Campbell. “Because the issue 
is complicated.”

Tim Denison
Denison, a technical fellow at the medical device 
company Medtronic, writes in this issue about smart 
neural stimulators [p. 28] with coauthors Felice Sun, a 
clinical science consultant at NeuroPace, and Milton 
Morris, former vice president of R&D and currently a 
consultant for Cyberonics. Their companies may be 
competitors, but the authors were glad for the oppor-
tunity to work together. “The challenges for individuals 
with neurological disorders are more important than 
the rivalries between companies,” says Denison. 

Mitchell Lazarus
Lazarus has worked as an electrical engineer, 
psychology professor, education reformer, 
educational-TV developer, freelance writer, and, 
most recently, a telecommunications lawyer. A partner 
with Fletcher, Heald & Hildreth, he specializes in 
securing regulatory approvals for new technologies, 
some of which he describes in “Radar Everywhere” 
[p. 48], his fifth article for IEEE Spectrum. Lazarus 
writes about more than just electronics, however: He 
recently finished a book about the Manhattan Project.

Subhasish Mitra
An associate professor at Stanford University, Mitra 
works on building robust nanoscale integrated circuits 
and systems. Before joining Stanford, he was at Intel, 
where he solved a crucial problem in cost-effectively 
testing chips for defects. He sees a connection there 
to the hunt for malicious hardware, which he and his 
coauthors discuss in this issue [p. 42]. Whether a chip 
malfunctions because of manufacturing problems or 
a deliberate attack, he says, the result looks much the 
same: “It all comes down to trust.”

Matthew Wisnioski
Wisnioski is an associate professor of science 
and technology and senior fellow of the Institute 
for Creativity, Arts, and Technology at Virginia Tech. 
In this issue he writes about the trailblazing 1960s 
tech magazine Innovation [p. 36]. “Innovation had this 
remarkably contemporary view of technology and 
society,” Wisnioski says. Research into the magazine 
helped spark his latest book project, Every American 
an Innovator, which looks at the rise of the notion of 
innovation expertise.
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cally the ratio of the total amount bet on 
all horses to the amount wagered on one 
particular nag. The process is dynamic, 
as bettor-forecasters factor group con-
sensus into their own calculations.

Prediction markets can seem spectacu-
larly prescient, as the Dublin-based Web 
trading exchange Intrade showed with its 
spot-on forecasting of Barack Obama’s U.S. 
presidential victory in 2012. At Intrade, 
however, members put up actual cash 
to buy “contracts” on specific event out-
comes, which caused big problems with 
theU.S. Commodity Futures Trading Com-
mission, leading to the company’s demise.

SciCast forecasters invest points, not 
cash. And if the augurs augur well, they 
win more points, bragging rights, and 
sometimes more tangible prizes offered 
by SciCast and its sponsors. And, in a 
change from most prediction markets, 
SciCast allows direct bets on a variety 
of different outcomes and permits bet-
tors to invest points to assign a specific 

probability to any outcome.
We’ve already learned that it can be surprisingly 

difficult to formulate questions broad enough to 
be interesting, detailed enough to be valuable, and 
precise enough to allow referees to clearly see the 
outcome and award points.

It reminds me of Deep Thought, the city-size 
“stupendous super computer” of Douglas Adams’s 
Hitchhiker’s Guide to the Galaxy. It cogitated for 
7.5 million years to answer the Ultimate Question 
of Life, the Universe, and Everything…and finally, 
somewhat diffidently, coughed up the answer: 

“Forty-two.”
The answer, Deep Thought assured its dismayed 

hereditary programmer-priests, is correct. The prob-
lem was that the question was poorly defined. They 
begged the machine to give them the right question. 

“Deep Thought pondered for a moment. ‘Tricky,’ 
he said.” 

Indeed.
Join us at SciCast. Registration is free but is required 

to set up a trading account. Select “IEEE Spectrum” 
under “Topics” in the left-hand menu. And let the 
world know what you think.  
—DOUGLAS MCCORMICK

Douglas McCormick, principal of Runestone Associates, 
is a science and technology writer and editor, IEEE Spectrum’s 
webinar host, and its test and measurement blogger.

SPECTRAL LINES_ 02.15

A R LY IN 2014,  IEEE SPECTRU M  TEA MED UP with SciCast, the 
“Bayesian combinatorial prediction market” group based at George 
Mason University, in Fairfax, Va. And when our January Top Tech 
2015 issue hit the Web, IEEE Spectrum added something new to a 
few of its articles: the opportunity for readers to participate in IEEE 
Spectrum SciCast forecasting and match wits with experts by mak-
ing their own predictions about the future of technology. 

SciCast founders Robin Hanson, Kathryn Laskey, and Charles 
Twardy built the system to allow large numbers of forecasters (some 
10,000 have signed on so far) to collectively prognosticate on technologi-
cal progress. Initial support for SciCast came from the U.S. Intelligence 
Research Projects Activity.

The publication of our annual prediction issue seemed an ideal time to 
introduce Spectrum readers to SciCast. So, for example: Rachel Courtland’s 
piece, “The XPrize’s Lunar Deadline Drifts,” reported that the Google 
Lunar XPrize team had extended the prize deadline to 31 December 2016. 
On SciCast, we ask two questions: “When will a spacecraft land on the 
moon and fulfill the requirements of the US $20 million Google Lunar 
XPrize Grand Prize?” and “Which team competing as of December 2014 
will win the Google Lunar XPrize before December 31st, 2016?”

Considering Erico Guizzo’s “A Robot in the Family,” we ask, “When will 
an in-home robot—costing less than $100,000 and capable of perform-
ing at least three household chores—be available to the general public?”
At press time, SciCast predictors say there’s a 61 percent probability that 
automated maids will arrive before 2022 does.

The term “prediction market” sounds exotic; the thing itself isn’t. To see 
one at work, look no further than the pari-mutuel tote board at almost any 
horse track. In pari-mutuel betting, of course, the odds offered are basi-

Forecasting Tomorrow’s 
Technology Today
As it’s been said, prediction is very difficult, 
especially about the future 

E
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3  GW:  A P P R OX I M AT E  I N STA L L E D 
R O O F TO P  S O L A R  I N  C A L I F O R N I A

HOW ROOFTOP 
SOLAR CAN 

STABILIZE THE GRID
Following Germany’s lead, California gives 

advanced inverters a bigger role in the grid

ROOFTOPS FOR RELIABILITY: 
Germany is using smart inverters to 
give solar a role in stabilizing the grid. 
California is following its example. 

SPECTRUM.IEEE.ORG | INTERNATIONAL | FEB 2015 | 09

B
E

R
N

H
A

R
D

 L
A

N
G

/G
E

TT
Y

 IM
A

G
E

S

Rooftop solar power 
systems are picking up 

a second job on the distribu-
tion grids that deliver electric-
ity to California homes and 
businesses. Right now, their 
photovoltaic panels just gen-
erate electricity (meeting 
about 1 percent of the state’s 
consumption), but within a 
few months some systems 
will also start moonlighting as 
junior grid regulators—a role 
that could keep them busy 
even after the sun goes down. 

While the development 
in California is the result 
of a state-specific standard, 
approved by the Cali for-
nia Public Utilities Commis-
sion (CPUC) in December, it 
is also part of a global move-
ment: Germany, Japan, and 
other countries where solar 
is booming are implementing 
a similar change to empower 
rooftop solar installations to 
regulate voltage levels and per-
form other grid-support tasks. 

Solar’s expanding role 
is the result of upgraded 
inverters—the power elec-
tronics that link distributed 
generators such as rooftop 
photovoltaics to the grid. 
The inverters convert direct 
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Smart inverters allow the 
connection of 40 percent 
more photovoltaic 
capacity to a power line

current from PV panels into 
a wave of alternating cur-
rent that is synchronized 
with the AC grid. Inverters 
can also synthesize reac-
tive power—AC whose cur-
rent wave leads or lags the 
voltage wave—which grid 
operators worldwide use 
to control line voltage. Add-
ing reactive power with 
leading current boosts AC 
line voltage. Subtracting 
reactive power (by adding 
power with lagging cur-
rent) pulls AC voltage down. 

The new inverter stan-
dards mark a big change for 
equipment that utilities have 
viewed largely as a nuisance. 
Standards have hitherto required solar 
inverters to shut down at the first hint of 
line trouble, in order to protect workers 
from unanticipated currents. “Tradition-
ally, we’ve been looking for these devices 
to trip off with any hiccup on the distri-
bution system. Now they are becoming a 
resource,” says Robert Sherick, principal 
manager for advanced technology at util-
ity Southern California Edison. 

Utilities must adapt because main-
taining power quality gets harder with 
rising levels of distributed generation. 
German grid operators were among 
the first to experience this when solar 
started booming there a decade ago. At 
times of low power demand, high solar 
output drove up voltage levels, explains 
Bernhard Ernst, grid integration direc-
tor for inverter manufacturer SMA Solar 
Technology, based in Niestetal, Germany. 
Such situations prompted utilities to 
freeze PV installations on certain lines. 

Germany’s smart-inverter require-
ments, established three years ago, 
solved the problem by requiring invert-
ers to start subtracting reactive power 
when output from their PV arrays 
exceeds 50 percent of capacity. This 
counterbalances the voltage-boosting 
impact of the solar power generation.

Compared with upgrading distribu-
tion feeders with thicker cables, smart 
inverters were a cheaper way to enable 
continued growth of PV systems, Ernst 
says. “We can install 40 percent more 
PV capacity on the same line with this 
functionality,” he adds. 

Germany also mandated improved 
performance during grid emergen-
cies. In the event that excess supply 
causes AC frequency to exceed Europe’s 
50-hertz standard by more than 0.2 Hz, 
inverters must now electronically trim 
output from PV panels instead of shut-
ting down. Frequency deviations are 
rare on Europe’s “electrically stiff” con-
tinental grid, but German regulators—
worried about the destabilizing effect 
if PV systems turn off en masse—man-
dated an inverter upgrade costing 
owners and installers approximately 
US $300 million. 

California’s standard, developed 
through a collaborative process that 
began in 2013, pushes the envelope for 

smart inverters. Though solar causes few 
problems for California utilities today, 
rooftop PV is growing fast—by more than 
40 percent per year in San Diego Gas & 
Electric’s territory. The state’s smart-
inverter standard starts with Germany’s 
requirements and then asks inverters to 
be smarter still. 

Consider voltage regulation. Califor-
nia’s smart inverters will, like Germany’s, 
counterbalance PV’s direct impact on 
grid voltage. But they will also dynami-
cally regulate voltage. If a smart inverter 
detects voltage exceeding 1 percent of 
normal, it will absorb additional reactive 
power. And if line voltage drops below 
normal—as can occur when passing 
clouds suddenly squelch PV power—the 
smart inverters will bolster it by inject-
ing reactive power.

In essence, the inverters act like tiny 
versions of the flexible AC transmission 
systems (FACTS) equipment installed 
in utility substations to manage flows 

INTELLIGENT INVERTERS ARRIVE: Smart 
inverters can add or subtract reactive power to 
maintain line voltage. They also allow more rooftop 
solar arrays to share a power line.
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In 2013, a team at Stanford reported that it had arranged arrays
of tiny, atom-thick cylinders to create an entirely new machine: 

the world’s very first carbon nanotube computer. With a clock speed of 
just 1 kilohertz and fewer than 200 transistors, it didn’t stand a chance 
of competing with today’s silicon-based processors.

Now, the gap between silicon and carbon nanotubes is starting to nar-
row. In two papers, presented in December at the IEEE International 
Electron Devices Meeting in San Francisco, the same team has shown 
they can make carbon nanotube transistors with current densities and 
other properties that rival similarly sized silicon transistors. Graduate 
student Max Shulaker also reported that the team could build carbon 
nanotube transistors directly on top of silicon circuits.

“Now that we have this nanotube that’s on par with conventional silicon,” 
says H.-S. Philip Wong, who led the work along with Shulaker’s advisor, 
Subhasish Mitra, “we can think about building high-performance systems.”

Unlike its two-dimensional cousin, graphene, the carbon nanotube 
can be a natural semiconductor, and it’s long been eyed as a potential 
material for speedy and energy-efficient switches. 

In practice, however, creating transistors with enough carbon nanotubes 
to carry a sizable amount of current has proved a bit tricky. Growing carbon 
nanotubes results in a mix of metallic and semiconducting forms, which is 
undesirable, and the number of nanotubes must be made quite uniform 

from transistor to transistor in order to 
get any power and performance benefits.

In prior work, the Stanford team 
solved the metallic-nanotube problem by
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on high-voltage power lines. And this 
act could ultimately be a full-time gig. At 
night, when their PV panels are silent, the 
inverters can keep running on grid power.

Michael Turner, principal engineer 
for San Diego Gas & Electric, says solar 
installers will be encouraged to start 
using smart inverters within a few 
months. He also anticipates firmware 
upgrades by manufacturers that will give 
existing inverters the advanced func-
tions required by the standard. 

Meanwhile, efforts are under way to 
incorporate California’s upgrades into 
the IEEE 1547 standard governing dis-
tributed power devices, which would 
accelerate smart-inverter use across the 
United States. 

Frances Cleveland, president of 
Boulder Creek, Calif.–based Xanthus 
Consult ing International and the 
CPUC’s technical consultant on smart 
inverters, notes that even California’s 
standard is not mandatory until mid-
2016. The idea, she says, is to give 
utilities time to work out the optimal 
settings for inverters on their systems. 
One potential issue they will be watch-
ing for is feedback between multiple 
smart inverters trying to dynamically 
adjust voltage on the same line—with 
some inverters absorbing the reactive 
power that others produce.

Coordinated, real-time control of 
inverters could solve that problem, and 
California’s smart-inverter collaboration 
is already working on standardizing the 
communications links between smart 
inverters and grid operators to make 
real-time control possible. 

Southern California Edison’s Sherick 
says distributed inverters could be a 
fully integrated component of utilities’ 
distribution control systems within five 
years. By then, the CPUC hopes to have 
addressed another question with the 
potential to divide the hitherto col-
laborating smart-inverter developers: 
whether inverter owners should be 
compensated for prov iding g r id-
regulation services. —PETER FAIRLEY

CARBON 
NANOTUBES, STUFFED 
AND STACKED
A Stanford team’s carbon nanotube transistors 
have record-setting current densities and can be 
incorporated into 3-D circuits

LAYERS UPON LAYERS: A carbon 
nanotube transistor, memory cells, and 
a silicon transistor are built on different 
layers of a monolithic integrated circuit. 
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 designing circuits that could vapor-
ize metallic tubes, leaving only the 
semiconducting ones behind. Now 
they’ve refined the fabrication pro-
cess to boost the density of carbon 
nanotubes while preserving the 
level of uniformity. 

Their fabrication process begins 
with quartz, on which the carbon 
nanotubes are grown. A layer of 
gold is deposited on top and then 
peeled away with thermal tape, tak-
ing the nanotubes with them. The 
nanotubes can then be transferred 
to the target surface, where the 
thermal tape is eased off and the 
gold chemically removed, leaving 
an array of parallel carbon nano-
tubes on the surface. 

One transfer y ields around 
eight nanotubes per micrometer, 
as measured perpendicular to the 
direction that current would flow 
across the devices. But in this lat-
est work, the team showed they 
could repeat this deposition pro-
cess more than a dozen times by 
laying down a gluelike polymer 
before each successive deposition 
of carbon nanotubes. The polymer 
prevented the carbon nanotubes 
from sticking to one another and 
becoming a spaghetti-like mess 
when exposed to the liquid used to 
etch away the gold. It also helped 
smooth the surface for the next 
layer of nanotubes. 

With this approach, the team 
was able to make transistors with 
an average density of 100 carbon 
nanotubes per micrometer, giving 
a current density of up to 122 micro-
amperes per micrometer. 

This is neither the highest den-
sity of carbon nanotubes nor the 
highest current density that’s been 
achieved. In 2013, a team based at 
IBM’s Thomas J. Watson Research 
Center, in Yorktown Heights, N.Y., 
reported that a suspension of car-
bon nanotubes in oil could be used 
to produce more than 500 carbon 
nanotubes per micrometer and sim-
ilar current densities. 

But in the IBM experiment 
there were metallic carbon nano-
tubes in the mix, which conduct 
current even when a transistor 
is supposed to be off. This may 
have contributed to a fairly low 
ratio of on-current to off-current, 
which, in the shortest IBM transis-
tors, maxed out at around 600:1, 
Shulaker estimates. The Stanford 
team’s ratio is around 6,000, an 
indicator that only a small amount 
of current is leaking through the 
devices when they’re supposed to 

be off. (Designers typically aim for 
an on/off ratio of about 10,000 for 
the CMOS devices used in smart-
phone and computer processors.) 

To prove the approach’s compat-
ibility with silicon, the Stanford team 
used the multiple-transfer strategy 
to create a “monolithic” 3-D inte-
grated circuit. A monolithic IC is 
made in one fell swoop on a single 
silicon substrate by building layers of 
devices one on top of the other, with 
dense metal wiring connecting them.

The team built a crossbar switch—
a circuit that can be used to connect 
different inputs and outputs—out 
of a layer of silicon, two layers of 
resistive RAM, and then a layer of 
carbon nanotube transistors. They 
were able to build the stack of cir-
cuits without raising temperatures 
above 400 °C, which could damage 
the transistors.

“These guys are masters of stack-
ing,” says Sung Kyu Lim, who works 
on monolithic 3-D design at Geor-
gia Tech. Although researchers at 
CEA-Leti, in France, have stacked 
logic on top of logic, Lim says this is 
the first demonstration he’s seen of 
memory and logic stacked together 
in a monolithic fashion: “They’re 
the first one demonstrating that 
this is possible,” he says. The com-
bination of logic and memory could 
dramatically reduce the time and 
energy needed to move informa-
tion inside a computer.

But bringing carbon nanotube 
ICs into mass production could 
still be a ways off, Lim notes. The 
current-carrying channels in the 
Stanford team’s carbon nanotube 
transistors are 400 nanometers 
long, about 10 times the size of state-
of-the-art devices. “You want the 
devices to be smaller and the cir-
cuits to be larger,” Lim says.

The next step is indeed build-
ing speedier circuits with shorter-
channel transistors, Wong says. 
And it should be possible; previ-
ous work at IBM has shown carbon 
nanotube transistors with chan-
nel lengths smaller than 10 nm. 
But Wong says there are hurdles 
that must still be overcome on 
the road to high-performance 
circuits. First on his list are the 
metal contacts that connect to 
the nanotubes, which, like the 
contacts in other devices, balloon 
in resistance as they get smaller. 
Still, he has high hopes: “Having 
a technology that can compete 
with silicon in an academic setting 
would be tremendously exciting.” 

—RACHEL COURTLAND

AVERTING
SPACE DOOM
Orbital debris could become a serious 
concern. How will we deal with it?

We are closer than ever to witnessing 
the “Kessler syndrome,” a scenario 
proposed in 1978 by NASA scientist 
Donald Kessler in which the high den-

sity of objects and debris in low Earth orbit creates 
a cascade of collisions that renders space travel and 
satellite use impossible for decades. However, how 
close we really are is a matter of debate. 

The United States Space Surveillance Network, 
operated by the Air Force, estimates there are 
more than 500,000 pieces of debris larger than 
1 centimeter orbiting Earth today, including 21,000 
pieces larger than 10 cm that are actively tracked. 
And that’s ignoring the millions of smaller bits that 
are also up there. The average speed at which space 
junk would collide with a satellite is approximately 
10 kilometers per second, meaning collisions with 
debris as small as 0.2 millimeters can still do damage. 

Next month, engineers will gather at the 2015 IEEE 
Aerospace Conference, in Big Sky, Mont., to figure 
out what the real dangers are and what, if anything, 

12 | FEB 2015 | INTERNATIONAL | SPECTRUM.IEEE.ORG

Previous Page | Contents | Zoom in | Zoom out | Front Cover | Search Issue | Next Page q
q
M

M
q

q
M

M
qM

Qmags
®THE WORLD’S NEWSSTAND

Previous Page | Contents | Zoom in | Zoom out | Front Cover | Search Issue | Next Page q
q
M

M
q

q
M

M
qM

Qmags
®THE WORLD’S NEWSSTAND

___________

http://www.qmags.com/clickthrough.asp?url=http://Spectrum.ieee.org&id=19249&adid=P12E1
http://www.qmags.com/clickthrough.asp?url=www.qmags.com&id=19249&adid=logo
http://www.qmags.com/clickthrough.asp?url=http://spectrum.ieee.org&id=19249&adid=logo
http://www.qmags.com/clickthrough.asp?url=http://spectrum.ieee.org&id=19249&adid=logo
http://www.qmags.com/clickthrough.asp?url=www.qmags.com&id=19249&adid=logo


we can do about them. The organizers of the conference’s ses-
sion on space debris, Kaushik Iyer and Doug Mehoke from Johns 
Hopkins Applied Physics Laboratory, are themselves cautious 
about ringing the alarm bells. 

“Space is a very, very big place,” says Iyer. “When you do 
the probability analysis of when spacecraft will collide with 
debris and how much damage will occur, generally you see 
that it’s an extremely unlikely event.”

To deal with space junk today, space agencies use ground-
based radar to track debris larger than 10 cm and supply that 
information to the owners and operators of satellites that may 
be in the way. Those people can choose whether or not to carry 
out collision-avoidance maneuvers—if they have that capability. 
Jer Chyi Liou, NASA’s chief scientist for orbital debris, argues 
that the biggest concern is posed by small pieces of debris, 
which cannot now be tracked but can still destroy a satellite.

Apart from disasters like the 2009 Iridium-Kosmos satellite 
collision, we haven’t seen anything calamitous happen yet. 
Raymond Sedwick, an aerospace engineer at the University of 
Maryland’s Center for Orbital Debris Education and Research, 
thinks what is being done right now is effective for the most 
part, but he recognizes a growing concern that will have to 
be dealt with soon. “Some may argue that it’s already here 
or that it’s still decades away, but if you let it go until then, it 
might be too late,” he says.

According to Iyer, we are years away from really changing 
our approach to orbital debris. Most proposals have focused on 
three areas: improving protective measures, removing debris 
already in orbit (remediation), and preventing further accumu-
lation of orbital junk (mitigation). Here’s a quick look at some of 
the technologies that may help.  —NEEL V. PATEL

PROTECTION
WHAT: Tracking systems and 
collision avoidance
HOW: The U.S. Air Force is replac-
ing its current tracking system 
with one that Lockheed Martin 
is building for US $914 million. 
Dubbed Space Fence, it will use 
an array of S-band radars spread 
around the world to track debris as 
small as 2 to 3 centimeters. 
EXPERTS SAY: Technologies 
like Space Fence will help, “but 
it’s not the solution,” says Donald 
Kessler, a retired NASA space 
debris expert. Little satellites 
are vulnerable to even smaller, 
undetectable objects as tiny as 
a millimeter. While Space Fence 
will be able to track more debris, 
Raymond Sedwick, an aerospace 
engineer at the University of Mary-
land, notes it will not really do so 
with any greater precision than 
the tracking done now. Kessler 
also says improved tracking will 
not keep two nonfunctioning sat-
ellites from colliding. 

WHAT: Increased shielding
HOW: The most well known form 
of improved shielding is the Whip-
ple shield, a thin outer bumper 
placed a certain distance away 
from the spacecraft. The bum-
per wall can shock the incoming 
particle and cause it to disinte-
grate during impact, leading to 
a distribution of momentum and 
allowing the spacecraft’s hull 
to better withstand the impact. 
Whipple shields are used in many 
different configurations on the 
Internat ional Space Stat ion. 
They’re effective in protecting 
spacecraft from roughly centi-
meter-size pieces of debris racing 
at 3 to 18 kilometers per second.
EXPERTS SAY: Increased shield-
ing like Whipple shields makes a 
craft heavier and bulkier, raising 
both production and launch costs, 
notes Kessler. Unless there is some 
extremely expensive equipment 
on board, manufacturers are likely 
to opt against it. 

REMEDIATION 
WHAT: Lasers
HOW: High-powered lasers—fired 
either from the ground or from 
space—could slow down debris 

until it’s unable to maintain orbit 
and burns up in the atmosphere. 
A 1990s NASA project called Orion 
explored this possibility, but 
international agreements ban-
ning the use of lasers in space pre-
vented any real testing. 
E XPERTS SAY: Sedwick says 
such a system might work well 
for smaller debris, but like most 
other scientists, he believes the 
whole idea is still not technologi-
cally practical, let alone economi-
cally feasible. Another concern is 
that a laser could unintentionally 
break a piece of debris into sev-
eral pieces, generating more junk. 

WHAT: “Catchers” or “tugs”
HOW: The idea is to use space-
craft to physically relocate space 
junk, either to lower-altitude 
orbits where debris would burn 
up in the atmosphere or to higher-
altitude “graveyard” orbits. A 
spacecraft could use a claw or 
harpoon to tether debris and tug 
it away. That’s the concept behind 
Nantucket, Mass.–based Busek 
Co.’s proposed Orbital Debris 
Remover (Order) spacecraft.
EXPERTS SAY: Sedwick believes 
such systems might work but 
would be too costly. Also, any 
spin on the debris would make 
capture and tugging difficult. 
What’s more, these proposed 
tethers would also be several 
kilometers long and could eas-
ily collide with something. 

MITIGATION
WHAT: Increased enforcement 
of the “25-year rule”
HOW: The 25-year rule argues 
that any satellite launched into 
space must not be allowed to 
stay in low Earth orbit more than 
25 years past the completion of its 
mission. Owners and operators of 
satellites need to make plans to 
send the spacecraft out of orbit—
most likely by reserving enough 
propellant for the job.
EXPERTS SAY: Jer Chyi Liou, 
NASA’s chief scientist for orbital 
debris, believes that this is the 

“most cost-effective and most 
efficient plan for dealing with 
orbital debris and the first line 
of defense against generating 
more debris in the future.” 

SPACE-JUNK SIFTER: Lockheed Martin is building a US $914 million system, 
called Space Fence, to better track orbital debris.

NEWS
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NEWS

ALL-NATURAL ELECTRONICS
Materials scientists are coming up with ways 
to make circuits from paper, beeswax, DNA,
and other biological materials

The United Nations estimates 
that people throw away about 

50 million metric tons of electronics 
every year. One way to lessen the prob-
lem, some scientists say, may be to use 
biological materials—including plant 
dyes and DNA—to build devices that are 
biodegradable and biocompatible.

“We have to be ashamed” of the amount 
of e-waste humanity produces, Mihai 
Irimia-Vladu told a symposium on 
organic bioelectronics at the Decem-
ber meeting of the Materials Research 
Society, in Boston. Irimia-Vladu, a mate-
rials scientist at Joanneum Research in 
Weiz, Austria, has used cellulose as a 
dielectric layer in an inverter circuit 
and shellac as a dielectric in organic 
field-effect transistors. Many other bio-
logical materials could be transformed 
into suitable dielectrics, he says, includ-
ing aloe, silk, and egg whites. Beeswax 
and carnauba wax—derived from a spe-
cies of palm tree—could make dielectrics 
that are also hydrophobic, which might 
be useful in some applications, Irimia-
Vladu says. 

Using biological materials to build 
electronics would be environmentally 
friendly, he says, in part because their 
ability to biodegrade would lead to less 
trash piling up. Additionally, such mate-
rials could be nontoxic, unlike some of 
their inorganic counterparts, and they 
could take less energy to produce. He 
imagines building OFETs in hard gela-
tin capsules or on caramelized sugar 
for biomedical applications. Another 
researcher, Marc in het Panhuis, head 
of the soft materials group at the Univer-
sity of Wollongong, in Australia, is work-
ing on conductive, 3D-printable gelatins 
that could be used to make circuits for 
sensors that could be swallowed.

And it’s not just conductors and 
insulators that can be made using bio-
degradable substances. “There are 
natural materials that have semicon-
ductor properties,” Irimia-Vladu says. 
He’s done research showing that both 
indigo, a plant-based dye, and Tyrian 
purple, a dye originally derived from 
snails, have charge-carrier transport 
properties that make them promising 
for high-performance circuits. 

Other researchers are turning to an 
even more basic level of biology in the 
search for electronic materials. Andrew 
Steckl, director of the Nanoelectronics 
Laboratory at the University of Cincin-
nati, has been working on organic LEDs 
that use DNA as an electron-blocking 
layer to decrease the devices’ power 
consumption. Eliot Gomez, a Ph.D. stu-
dent in Steckl’s lab, told the meeting that 
Steckl’s group has now gone one step fur-
ther. They’ve integrated thin films made 
of the nucleic acids that make up DNA—
adenine, guanine, cytosine, and thy-
mine, as well as uracil, used in RNA—into 
OLEDs. The advantage of using individ-
ual nucleic acids rather than the entire 
DNA molecule is that different acids have 
different electronic properties. Guanine 
and adenine, for example, are better at 
transporting holes and blocking elec-
trons, while the opposite is true for the 
other three. 

Gomez says that OLEDs using these 
nucleic acids for the electron-blocking 
layer had efficiencies of up to 76 candelas 
per ampere and luminance of 130,000 
candelas per square meter, as compared 
with 31 cd/A and 100,000 cd/m2 for their 
standard devices. 

Gomez’s hope is to make an al l-
natural OLED, but it’s a tall order. “The 
OLED structure has multiple layers with 
very demanding requirements,” he says. 

“We need a lot more natural materials 
at our disposal.” 

Researchers at Åbo Akademi University, 
in Turku, Finland, are developing environ-
mentally friendly components for printing 
logic circuits on paper. Fredrik Pettersson, 
an Åbo Akademi Ph.D. student, told the 
meeting that they’ve replaced an ionic liq-
uid in a new kind of transistor with a mix-
ture of choline chloride (a nutrient) and 
organic compounds such as urea, glycol, 
or vitamin C. 

The transistor still uses a less environ-
mentally benign organic semiconduc-
tor. But the group has found a way to 
minimize the amount of semiconductor 
needed. They do this by mixing it with 
an insulator and allowing the semicon-
ductor and insulator to separate during 
coating, so that they wind up with the 
insulator on the paper and a thin layer 
of semiconductor on top. Because the 
insulator prevents contaminants in the 
paper from leaching into the semicon-
ductor and degrading its performance, 
they can use less semiconductor mate-
rial and, as a bonus, get transistors that 
switch much faster and require less cur-
rent. The group made a NOR gate and 
a 1-bit memory cell with such a transis-
tor, Pettersson said. The Finland-based 
researchers have also made paper-based 
supercapacitors. 

Pettersson hasn’t studied whether 
the new, more benign transistor bio-
degrades. But that might not be neces-
sary. There can be various definitions of 

“environmentally friendly electronics,” 
points out Joanneum Research’s Irimia-
Vladu. “There are different shades of 
green,” he says. —NEIL SAVAGE
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News about T&M industry, products and processes.

News about the sensors, software, and systems 
that are making cars smarter.
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THE BIG PICTURE NEWS

THE 
WORLD IN 
A BOX
A JOURNEY OF A 
thousand miles begins 
with a single step. But 
now researchers at 
Gdańsk University of 
Technology, in Poland, 
have created a virtual 
cave that will let users 
take thousands of 
steps across computer-
generated worlds without 
leaving the room. The 
cave, formally known 
as the Immersed Spatial 
Visualization Laboratory, 
is a roughly 40-cubic-
meter space whose walls 
and ceiling—and most of 
the floor—are made of an 
acrylic on which high-res 
3-D images are projected. 
What makes this 
installation different from 
all other virtual-reality 
setups is a transparent 
sphere mounted in the 
floor that rotates in all 
directions when the user 
walks. Sensors track 
the sphere’s motion, 
using that information 
to adjust what the user 
sees over the course 
of an adventure.
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Technology insight
on demand on IEEE.tv

A mobile version of IEEE.tv is now available for convenient viewing. 
Plus a new app for IEEE.tv can also be found in your app store. Bring 
an entire network of technology insight with you:

  Convenient access to generations of industry leaders.
 See the inner-workings of the newest innovations.
 Find the trends that are shaping the future.

IEEE Members receive exclusive access to award-winning programs that 
bring them face-to-face with the what, who, and how of technology today.

Tune in to where technology lives www.ieee.tv

Internet television gets a mobile makeover
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RESOURCES_HANDS ON

1 9 8 3 :  T H E  Y E A R  T H E  M I D I 
STA N DA R D  F O R  D I G I TA L
I N ST R U M E N TS  WAS  P U B L I S H E D

he Ototo board is an invention for musical
innovators; it is to would-be creators of play-
able instruments what a prototyping board is 

to circuit builders. The board makes it easy to connect 
both everyday objects and a wide range of analog sen-
sors to a music synthesizer. Any vaguely conductive sur-
face (metallic duct tape, the skin of a fruit, and so forth) 
becomes a touch sensor once wired to one of 12 large 
pads on the board, which correspond to one octave of 
notes. Additional sensors can be plugged into any one 
of the four headers, which provide 5 volts, a ground, and 
a voltage-sensing input. The inputs from these can alter 
the pitch, amplitude, and timbre of sounds. There’s a 
built-in speaker, and a stereo headphone jack can send 
sounds to an amplifier.   •  But the most powerful feature 
of the Ototo—what really elevates it from toy to tool—is 
that when you connect it to a computer via the board’s 
Micro-USB port, it functions as a musical instrument dig-
ital interface (MIDI) controller. This means it translates 
both key touches and analog sensor values into a stream 
of commands for software instruments. MIDI is the uni-
versal language of digital musical instruments, and it 
was this feature I was most eager to explore. In particular, 
I was wondering whether it could help me play a beau-
tiful violin romance by Antonin Dvořák, even though I’ve 
never had a lesson.   • Yuri Suzuki and Mark McKeague, 
the creators of the Ototo (which was developed along with 
Naomi Elliott and Joseph Pleass), are cofounders of the 
London design firm Dentaku, and the board reflects their 
artistic interest in encouraging people to interact with 
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sound and music in new ways. The video that 
they and their friends made to demonstrate 
the first prototypes of the Ototo early last year 
showed instruments made from cardboard, 
vegetables, and bowls of water. It’s cool stuff, 
if not practical for serious music making.

Nevertheless, the demo video stimulated 
enough buzz that Dentaku’s Kickstarter 
campaign raised more than £73,000 
(US $115,000). By November of last year, 
the Ototo had been added (along with the 
Arduino) to the permanent collection of the 
Museum of Modern Art (MOMA) in New York 
City, which also began selling Ototo kits in 
its store for $145, including a set of cables 
and three sensors—a photocell, a small slider, 
and a rotary potentiometer. Dentaku quickly 
sold out of its sensors for force, touch, and 
breath, which are arguably more useful for a 
musician. So I bought a MOMA kit and sup-
plemented it by ordering some additional 
sensors from Sparkfun Electronics.

When the kit arrived, I hooked the board 
up to some fruit and discovered a big limita-
tion: Its sound chip generates just one tone 
at a time. You can tap out a melody, but you 
can’t play a chord. I hoped that the MIDI out-
put might help me get around this drawback. 

To test the Ototo’s multinote potential, my 
son and I quickly cobbled together an elec-
tric guitar of sorts (both my son and the gui-
tar are pictured on the previous page). We 
cut the shape from a piece of thick plastic 
poster board. I mounted the rotary potenti-
ometer sensor on the “headstock”—the part 
that would hold the strings—to use for tun-
ing. The slider sensor fit into a slit on the 
neck, and I positioned it so that I could work 
it with my thumb to vary the tremolo. I put the 
photocell on the other side of the neck at a 
place where I could cover it with my index 
finger to act as a whammy bar. Next, I glued 
strips of aluminum foil to the strumming area 
of the body to create touch-sensitive activa-
tors for individual notes. Finally, I ran bolts 
through these strips to the back, where I 
mounted the Ototo board and all the cables. 

For an hour’s worth of construction, it 
looked pretty good. All that remained was 

to figure out how to get authentic, grungy 
power chords out of it. I bought Apple’s 
MainStage program ($30) for my MacBook, 
which can map incoming MIDI commands 
from the Ototo sensors to the controls on 
a synthetic instrument (the actual synthe-
sis is done by program called Kontakt 5, 
which has a wide range of high-quality syn-
thetic instruments in its library). I plugged 
the Ototo into my laptop, selected a 
heavy-metal guitar voice, and configured 
MainStage to make use of the sensor data. 

Then I connected the computer to an amp 
and cranked up the volume. 

It was the moment of truth. I tapped two 
notes from the first chord. Both sounded at 
once. As I jammed through the song, I wig-
gled the whammy bar and added a dash of 
tremolo to the wailing highs. It wasn’t like 
playing a real guitar, of course, but it was 
fairly awesome nonetheless.

Ersatz instruments are fine, but the real 
promise of this technology is to inspire the 
creation of wholly new tools for musical 
expression. To that end, I’d been working 
on Dvořák’s Romance in F Minor for violin 
and piano, which is a lovely piece to play but 
unsatisfying without the violin part of the duet. 
I had tried playing and recording the violin half 
using a software instrument and my digital 
piano keyboard, but the playback sounded 
too mechanical. The keyboard couldn’t trans-
mit the inflections that a human player would 
impart to a violin. Could I use the Ototo to turn 
my left hand into an inflection controller?

Taking a small protoboard and an LM324 
quad op-amp, I wired the flex sensor and 
two force sensors that I’d purchased from 
Sparkfun (for about $40) to sensor cables 
that came with the Ototo. Then I plugged 
the board into my laptop and mapped the 
sensor outputs to control the dynamic level, 
vibrato style, and speed of the virtual violin. 
I put the flex and force sensors into the fin-
gers of a glove, which I wore on my left hand. 
As I played the notes of the violin part on my 
keyboard with my right hand, I bent my left 
hand to play pianissimos and flattened it to 
hit fortes. I pressed down with my fingers to 
add urgency and intensity to sustained solo 
notes. What had sounded like a canned per-
formance came alive with emotion.

Granted, strapping a protoboard to your 
wrist and playing while chained by nine 
wires to a circuit board is hardly an elegant 
approach. But as sensors, microcontrollers, 
and Bluetooth transceivers continue to fall 
in cost, it’s not hard to imagine making a 
wireless controller glove that brings a real 
sense of touch and muscularity to digital 
instruments.  —W. WAYT GIBBS

THE OTOTO KIT comes with the Ototo 
board and a few basic sensors and con-
nectors to which I added speakers [top]. 
To build an inflection hand controller, I
wired up an op-amp to the Ototo board 
[center] that boosted the signals from two 
additional force sensors and one flex sen-
sor [bottom], which I placed in a glove.

MUSIC MAKER
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ith a digital camera—or even 
a smartphone—it’s all too easy to 
take dozens or even hundreds of 

pictures on a vacation or at a family event. 
Once you’ve taken them, though, managing 
these photos can be overwhelming. 

Proprietary picture management tools 
like Adobe Lightroom, Adobe Bridge, Adobe 
Elements, ACD Systems’ ACDSee, and 
Apple’s Aperture are available, but their com-
plexity can be daunting. And even reasonable 
purchase and upgrade prices or low monthly 
fees add up over time. If you just want to orga-
nize image files and perhaps do some light 
editing, these tools are overkill. Fortunately, 
there are free or very-low-cost utilities that 
can do everything you want—and many come 
with your computer’s operating system. 

Based on my own experiences over the 
past year, here are my suggestions. Specific 
recommendations are primarily for users 
of Windows 7 and higher, but much of the 
advice will apply to other platforms.

Organization should begin when you 
first move files from your camera onto your 
computer. You should be sorting them 
into directories—ideally by event, but even 
just broadly defined dates, for example 

“FEB 2015 Photos,” will help. In most cases, 
to sort photos appropriately you’ll want to 
be able to see each picture. Modern oper-
ating systems’ file managers can typically 
provide preview images in the place of tra-
ditional file icons. If the thumbnail or icon 
image in the left-hand side of your file man-
ager isn’t sufficient, the image displayed in 
the file manager’s preview pane should do. 
At this stage you should be able to sort pho-
tos and cull obviously bad shots (those that 
are completely out of focus, and so on).

to search and identify images simply by look-
ing at the file names. My practice is to pre-
pend “about-the-batch” info at the beginning 
of a file name and append “about-this-image” 
info after the file name. Windows, sadly, 
doesn’t have an adequate bulk-rename fea-
ture. However, there’s at least one good free 
(donationware) utility, Bulk Rename Utility, 
and it even integrates into the File Manager 
menu. The user interface looks complicated 
and overwhelming, but to date I’ve needed to 
use only Bulk Rename’s “Add Prefix” option. 

If you plan on sharing your images, you 
may choose to add a watermark, such as 
your logo or a copyright notice, directly to 
the image. Watermarking won’t prevent 
people from stealing copies; the purpose 
is to let people know who took the pic-
ture. Picasa’s Export to Folder command 
includes a text field for specifying a water-
mark. The online service Watermark will 
let you do fancier watermarks, using fonts, 
symbols, color, and position. 

Acquiring and getting the hang of these 
tools may take you an hour or two. But the 
payoff will be the ability to wrangle hun-
dreds of photos in a remarkably modest 
amount of time.  —DANIEL DERN

Next, it’s time to do some basic editing. 
During this pass, you may also further refine 
the “keep/don’t keep” sort, as you look at 
each image more closely. I use Google’s free 
Picasa tool, which is available for Windows 
and OS X. With Picasa I can, for example, 
crop and rotate photos and eliminate red-eye. 

The real keys to organizing your photos 
so you can find things later are a good nam-
ing system and paying attention to captions, 
tags, and other metadata that’s stored along 
with the image data in the file. To add captions 
and tags, it’s possible to access and edit each 
file’s metadata directly from Window’s File 
Explorer—by selecting and right-clicking one 
or more files, selecting Properties, and within 
Properties selecting Details. But Picasa also 
allows you to edit this information. And there 
are third-party dedicated metadata editors 
available. While I haven’t yet tried any, Patrick 
H. Corrigan, in his comprehensive and infor-
mative book Data Protection for Photogra-
phers, recommends ExifTool and ExifTool GUI.

I’m a firm believer in self-documenting file 
names. The file names created by cameras 
are sequential numbers—good for chrono-
logical sorting but not for much else. A good 
file name will make it easy for you (and others) 

RESOURCES_TOOLS

WRANGLING DIGITAL PICTURES
FREE AND CHEAP TOOLS 
FOR ORGANIZING LARGE 
BATCHES OF IMAGES
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on human beings. With the help of a 
US $50,000 grant from the University 
of North Carolina at Chapel Hill, creator 
and director Francesca Talenti and tele-
presence researchers at the university 
pieced together RoboThespian’s per-
formance from a combination of motion-
capture data, voice recordings, and 
video of actors’ faces. An internal rear 
projector was used to cast this video 
onto the interior of the RoboThespian’s 
translucent white mask.

The motions, sounds, and video were 
divvied up into segments that were trig-
gered during the play by a “puppeteer” 
on an offstage laptop. In some longer 
segments, the robot would perform 
without intervention, and it was up to 
the actor playing Edwin to make sure he 
timed his lines properly. “The actor had 
to be very consistent in order to not trip 
up the robot,” Talenti says.

Despite the RoboThespian’s voice 
and face becoming more like Edwin’s, 
the play never really gets close to 
the depths of the uncanny valley. 
RoboThespian never really leaves the 
obviously mechanical side: There’s 

only so much you can do with a spindly-
looking roboskeleton that hisses seemingly 
every time its pneumatic actuators engage. 

That said, Dummy does start to seem 
more human over the course of the play: 
It experiments with jokes; it gushes about 
its pet cat. At times, the robot’s distorted, 
video-projected face makes it seem as if 
there’s someone inside the robot, trying to 
escape. I got that feeling especially toward 
the end, when Dummy realizes the research 
project has done Edwin harm. The thought 
causes the robot pain, and it cries out in 
anguish in Edwin’s voice. 

This isn’t what usually happens in science 
fiction when a robot becomes as smart as 
we are. And it raises a troubling possibility as 
the play nears a resolution. Has a new, sen-
tient being been brought into the world? 
Or is the machine just playing out an empty 
model of human behavior? It’s the Turing test 
with life-and-death stakes—and a conun-
drum we hopefully won’t have to tackle for 
a long time to come. —RACHEL COURTLAND

RESOURCES_REVIEW

he RoboThespian, a human-
size robot developed by Engi-
neered Arts, based in Penryn, 

England, often works as a museum guide. 
It has also done some very stiff stand-up 
comedy and a slightly less stiff rendition of 
“Singin’ in the Rain.” 

But these are largely solo performances. 
In July, it did something more unusual: 
It performed alongside two humans in 
a play called The Uncanny Valley, which 
made its New York City premiere at the 
Brick Theater in Brooklyn. (Clearly, robots 
are in the zeitgeist, as another production 
called Uncanny Valley played in New York 
around the same time; its robot charac-
ter was portrayed by a human actor.) Both 
plays are named after the distressing psy-
chological gray zone that people experi-
ence when faced by a robot or avatar that 
looks and acts enough like a human to be 
creepy, but not enough to be convincing.

The Uncanny Valley is set in a univer-
sity laboratory. The RoboThespian plays 

Dummy, a research robot connected to a 
vast computer bank. Dummy works with 
a human research subject named Edwin. 
Every time Edwin visits the lab, he sniffs 
a vial and dons a sensor-laden skullcap. 
Each odor triggers memories and emo-
tions, which Dummy absorbs, and gradually, 
the robot’s voice and face start to resem-
ble Edwin’s. Dummy tells Edwin that the 
researchers in charge are working on a life-
like avatar, with biosynthetic skin and realis-
tic facial expressions. Soon, Edwin is telling 
Dummy that someone who looks just like 
Edwin is walking around town, going to his 
job, and talking with his friends. In no time 
at all, it’s looking like Edwin will be replaced. 

Although the robot stayed seated through-
out the play and was rather limited in its body 
language, it didn’t seem stiff—most likely 
because the performance relied heavily 

REVIEW: THE UNCANNY VALLEY
A PLAY BY FRANCESCA TALENTI 
FOR TWO HUMANS AND A ROBOT

DO ANDROIDS DREAM OF EQUITY CARDS? 
Alphonse Nicholson played human test subject 
Edwin [right] opposite the RoboThespian [left].T
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live video, it can be set up as a wire-
less communication relay for soldiers 
spread out in the field. These robots 
would be ideal for use at remote com-
bat outposts in the mountains of Iraq 
and Afghanistan, England says. As of 
press time, CyPhy Works planned to 
deliver test units to the U.S. Army by 
the end of January of this year. 

The other craft is an 18-centimeter-
wide, 80-gram hexacopter that sol-
diers can easily slip into their pockets 
or packs. Unlike most UAVs, the pocket 
flyer is designed for enclosed spaces, 
because fighting increasingly takes 
place in urban environments, England 
says. It is also ideal for rescue work-
ers inspecting confined spaces. In 
September 2014, the U.S. Air Force 
awarded CyPhy Works a contract for 
the pocket flyers for search-and-rescue 
missions in collapsed buildings. 

“The best robot is the one you have 
with you,” Greiner says in an oft-repeated 
sentiment. “That’s exactly what this 
robot will be. It’ll be what you have when 
you’re in a dangerous situation.”

After initially focusing on the military 
market, Greiner plans to tackle the bigger, 
civilian market. She says the larger aerial 
reconnaissance robots could act like per-
sonal satellites for monitoring and security 
at fuel refineries and industrial plants, as 
well as bridges and other infrastructure. 

Bilal Zuberi, a partner at Lux Capital, which 
has invested over $5 million in CyPhy Works, 
says the company’s tethered approach is 
needed because batteries will not evolve 
anytime soon. But technology factored sec-
ond in Zuberi’s investment decision. “It’s team 
first,” he says. “Helen’s work and successes 
show she is a real engineering entrepreneur 
who has lived in and out of the robotics world.” 
The market for CyPhy Works’ drones could 
be huge, he adds. “It [just] doesn’t exist yet.”

—PRACHI PATEL

Company: CyPhy Works Founded: 2008 
Headquarters: Danvers, Mass. Founder:
Helen Greiner Funding: Undisclosed 
Employees: Undisclosed
Website: http://cyphyworks.com

a radio frequency link, the cable connection 
can’t be jammed or monitored by an enemy. 

The drones can send back a high-definition 
video feed and communicate with users even 
when they’re deep inside a building, says 
founder and CEO Helen Greiner. Greiner 
is the cofounder and past chair of iRobot, 
which brought robotics into the mainstream 
with its Roomba vacuum. She approached 
England in 2008 with her idea for a tethered 
aerial robot. England was about to retire 
after a 30-year military career, during which 
he was instrumental in deploying unmanned 
systems for the U.S. Army. He identified the 
combat problems the robots could solve and 
joined the company. CyPhy Works publicly 
unveiled its two aircraft in 2012. 

The first is a 140-centimeter-long quad-
rotor vehicle designed to hover in place up 
to 150 meters high. In addition to providing 

DRONE ON A STRING: CyPhy’s tactical drones 
can fly for long durations by using a tether to 
provide communications and power to the vehicle.

RESOURCES_START-UPS

o m b a t  a n d  e m e r g e n c y 
response involves split-second 
decisions. The decisions could be 

better informed if soldiers or first respond-
ers could get a look inside buildings or over 
ridges before venturing forward. To give 
them that capability, start-up CyPhy Works 
is making tethered aerial drones that can 
fly for hours and stream high-quality video. 

Based in Danvers, Mass., the company 
wants to put its drones in the hands of 
every soldier, police officer, and emergency 
responder. “Our systems are about saving 
lives,” says Matt England, CyPhy Works’ vice 
president of military systems. 

Drones typically have their own batteries 
and computers and use radio communica-
tion. CyPhy Works’ drones rely instead on a 
microfilament that tethers the flying robot to 
a computer and small battery pack carried 
by the user. The hairlike filament includes 
a fiber-optic cable, and it unspools from 
a small bobbin on the robot, so it doesn’t 
restrict the drone, England says. And unlike 

PROFILE: CYPHY WORKS
TETHERED DRONES PROVIDE 
AN EXTRA PAIR OF EYES
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SHALE GAS—THAT IS, natural gas from shale deposits—may seem 
at first glance a huge, indisputable success for the United States. 
In 2007 it accounted for just 8 percent of the gas extracted; by 
2013 its share had risen to nearly 40 percent. As a result, in 2009 

the United States became the world’s largest producer of this, the cleanest 
of all fossil fuels. This surge has led to two far-reaching decouplings of price: 
between those of natural gas and crude oil, and between those of natural 
gas in North America and in Eurasia. • Before 2008, the energy-weighted 
price of crude oil in the United States used to fluctuate at between one and 
two times that of natural gas. By 2013, that ratio had risen nearly to 5. In 
2008, wholesale gas prices in the United States were just marginally lower 
than in Europe and only about 20 percent lower than in Japan. But by 2013 
Europeans were paying nearly three times as much as Americans, and the 
Japanese nearly 4.5 times • No wonder foreign chemical companies have 
shown a lot of interest in building their new capacities in the United States. 
By 2013 nearly half of the US $100 billion in planned petrochemical invest-
ment had come from abroad. And the U.S. regulatory authorities have re-
ceived nearly 40 applications to export natural gas in liquefied form. • Yet 
even so, it would be best to reserve judgment on fracking, the technology that 
made it possible, for at least a decade or so. That’s because it always takes 
time to assess the durability and impacts of new ways of supplying energy. 
• Consider the problem of production over the long term. Freshly fractured 
shale layers yield a lot of gas, but by the end of the first year, the output of U.S. 
shale gas wells declines by at least 60 percent and by as much as 80 percent.

IT’S TOO SOON TO 
JUDGE SHALE GAS 

To keep the gas flowing, companies must 
drill new wells, each at a cost of between 
$3 million and $6 million. For some pro-
ducers that may be either barely profitable, 
or too high, at today’s natural gas prices. 

Hence an inevitable question: How long 
will the recent surge of output—shale gas 
volume is up 5.5-fold between 2007 and 
2013—and the resulting low gas prices last?

On a global strategic scale, will U.S. 
shale gas, exported as liquefied natu-
ral gas (LNG), ever make a difference? 
Will it, for instance, greatly diminish Eu-
rope’s dependence on Russian gas? And 
even if the nearly 40 projects to export 
American LNG could make profits at to-
day’s prices, wouldn’t rival producers 
in Russia, Qatar, and Australia just lower 
their prices in response? 

Reserves of shale gas are enormous on 
all continents, but few basins offer such 
favorable recovery conditions and such 
low production costs as do the best half-
dozen basins in the United States. Most 
important, many gas-rich basins have 
no ready access to the large volumes of 
water needed for fracking. This is par-
ticularly true in China, the country that 
has perhaps the world’s largest shale gas 
resources and which would benefit most 
from their development. 

Then there are the environmental as-
pects. Fracking can pollute air and water, 
and the one great environmental advan-
tage of gas—burning it releases less car-
bon dioxide than burning oil products 
and coal—disappears if too much natural 
gas escapes during drilling and fracking. 
Natural gas is mostly methane, and every 
molecule of methane traps more than 
20 times as much of Earth’s infrared radia-
tion as does a molecule of carbon dioxide. 

Exaggerated claims and promises are 
rife in energy affairs, and that is why we 
must remain cautious. Shale gas has al-
ready transformed the U.S. energy bal-
ance, and it promises to change the global 
energy economy, but we cannot yet say 
how long this transformation will contin-
ue, nor can we predict its final economic, 
strategic, and environmental effects.  ■

NUMBERS DON’T LIE_BY VACLAV SMIL OPINION

ILLUSTRATION BY Harry Campbell
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For 25 years, The Great Courses has brought 
the world’s foremost educators to millions who 
want to go deeper into the subjects that matter 
most. No exams. No homework. Just a world of 
knowledge available anytime, anywhere. Download 
or stream to your laptop or PC, or use our free 
mobile apps for iPad, iPhone, or Android. Over 500 
courses available at www.TheGreatCourses.com.

Mathematical Decision 
Making: Predictive Models 
and Optimization
Taught by Professor Scott P. Stevens
JAMES MADISON UNIVERSITY

LECTURE TITLES

1. The Operations Research Superhighway
2. Forecasting with Simple Linear Regression
3. Nonlinear Trends and Multiple Regression
4. Time Series Forecasting
5. Data Mining—Exploration and Prediction
6. Data Mining for Affi  nity and Clustering
7. Optimization—Goals, Decisions, 

and Constraints
8. Linear Programming and 

Optimal Network Flow
9. Scheduling and Multiperiod Planning
10. Visualizing Solutions to Linear Programs
11. Solving Linear Programs in a Spreadsheet
12. Sensitivity Analysis—Trust the Answer?
13. Integer Programming—All or Nothing
14. Where Is the Effi  ciency Frontier?
15. Programs with Multiple Goals
16. Optimization in a Nonlinear Landscape
17. Nonlinear Models—Best Location, Best Pricing
18. Randomness, Probability, and Expectation
19. Decision Trees—Which Scenario Is Best?
20. Bayesian Analysis of New Information
21. Markov Models—How a Random Walk Evolves
22. Queuing—Why Waiting Lines Work or Fail
23. Monte Carlo Simulation for a Better Job Bid
24. Stochastic Optimization and Risk

SAVE $190

Mathematical Decision Making: 
Predictive Models and Optimization
Course no. 1342 | 24 lectures (30 minutes/lecture)

Use Math to Optimize
Your Decision Making
People faced with complex problems used to make decisions based 
on experience, intuition, and no small measure of luck. But now 
there’s a better way. Researchers have perfected formerly top-secret 
mathematical techniques for predicting the best possible outcomes 
when faced with conflicting options. Now, all you need is a computer 
and a spreadsheet program to harness the power of these methods for 
solving practical problems. The trick is knowing the range of your 
options—and how to apply them.

Mathematical Decision Making: Predictive Models and 
Optimization by award-winning Professor Scott Stevens is your 
guide to this powerful set of tools. In 24 information-packed lectures, 
he teaches you the mathematical techniques, applications, and 
spreadsheet procedures that make basic analytics accessible. Discover 
the endless ways in which applying quantitative methods helps 
problem solvers like you make better decisions in business, research, 
government, and beyond.

Off er expires 03/03/2015
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SEPTEMBER 14, 2000, is a date which will live in, well, “nonfamy,” 
if I may be permitted such a neologism. That day, Microsoft released 
Windows Millennium Edition, its most forgettable operating system. It 
was also the day I posted the entry p-book to my Word Spy site, along 

with the following prognostication: “Within a few years, using the word ‘book’ with-
out any kind of modifier will be confusing because people won’t know if you’re talk-
ing about a book printed on paper or one that’s printed on electrons (so to speak). 
So I predict that ‘p-book’…will become a common noun that will help us distinguish 
between the paper and electronic formats.” • For a while it looked like I couldn’t 
have been more wrong. The number of citations for “p-book” (as well as “pbook”) 
in the Nexis media database went from 20 in 2000 and 19 in 2001 to just 1 in 2003 
and 2 in 2004. But as e-books have become more popular, the word p-book has been 
showing renewed signs of life, with 20 citations in 2010, 24 in 2011, and 28 in 2012. •
Language prediction is a mug’s game, but it’s certain that digital books (as opposed 
to printed analog books) are here to stay. Sales of e-books (also known as ebooks or 
eBooks; there is much hand-wringing in the industry over the correct spelling) have 
slowed down recently, but they remain the fastest growing (or, for some companies, 
the only growing) segment of the publishing industry. The past few years have seen 
a steady increase in the number of writers—amateurs as well as professionals—who 
are getting into digital publishing (or e-publishing). For many writers, break-
ing into DIY publishing is a simple matter of saving a word processing document 
as a PDF, then putting up that file on a website along with a PayPal donation form.

TECHNICALLY SPEAKING_BY PAUL McFEDRIES OPINION

THE LANGUAGE OF E-BOOKS

But for serious publishers, authors, and 
writerpreneurs, getting e-published
means dealing with the arcane world of 
e-book formats. The most common of 
these by far are EPUB and Mobi. EPUB (the 
books themselves are often called ePubs)
is based on Web technologies (the latest 
specification, EPUB 3, is derived from 
HTML5 and CSS3) and is used by Apple 
iBooks, Adobe Digital Editions, and the 
e-readers Nook (from Barnes & Noble) 
and Kobo. Mobi (short for Mobipocket) is 
the e-book format used by older Amazon 
Kindle devices (and these e-books are 
sometimes called mobis), with the newer 
Kindle Fires using a file type called Kindle 
Format 8 (KF8).

EPUB and Mobi (as well as KF8) are 
known as package formats because 
although they are distributed as a single 
file, the file is actually an archive that con-
tains multiple items. These formats are 
riddled with inconsistencies and incom-
patibilities between different manufactur-
ers (and even different devices from the 
same manufacturer). Sorting out prob-
lems involves tackling an acronym- and 
abbreviation-filled technology (OPS! OPF! 
OCF! WTF?). So it’s no surprise there’s a 
thriving ecosystem of self-publishing 
providers offering to help authors get 
their e-books to market. These include 
formatters (who take your plain text 
and give it an e-book shine), converters
(experts at the finicky task of converting 
digital books from one format to another), 
and aggregators (companies that offer 
a full range of e-book services, includ-
ing editing, cover design, and market-
ing strategies). Some even handle POD
(print on demand: turning the e-book 
into a p-book).

E-book publishing is a bit of a mess, 
with some folks saying it will die off in 
the near future, choked by proprietary 
technologies, vendor lock-in, and overly 
restrictive digital rights management. But 
the success of EPUB and Mobi is undeni-
able. With apologies to Winston Churchill, 
it would appear that these standards are 
the worst forms of e-books, except for all 
the other forms that have been tried. ■

Remember the Internet Explorer vs. Netscape 
“browser wars” back in 1995 or so? That’s where 
e-book formats are today.  —Jani Patokallio
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Employers prefer IEEE Members over 
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* IEEE Job Site User Survey

Visit the IEEE Job Site at www.ieee.org/jobs
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Building a Bionic 
Nervous System  
Smart neural stimulators 
sense and respond to 
the body’s fluctuations
By Tim Denison, Milton Morris & Felice Sun

GRAPHICS BY Carl De Torres
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FEW
SECONDS

FEW
MINUTES

VA G U S  N E R V E

L E A D

P U L S E  G E N E R AT O R
A N D  E C G  S E N S O R

VA G U S  N E R V E
S T I M U L AT I O N
S I G N A L

E C G
D ATA

D E T E R M I N AT I O N  O F  H E A R T
R AT E  C H A N G E  A B O V E
P R O G R A M M A B L E  T H R E S H O L D

H E A R T B E AT
D E T E C T I O N

C O M PA R I S O N  O F  C U R R E N T
A N D  B A C K G R O U N D
H E A R T  R AT E

H E A R T B E AT  D ATA
Q U A L I T Y  E VA L U AT I O N

READING THE HEART: The newest vagus nerve stimulator from Cyberonics looks for 
an abruptly elevated heart rate, which can herald an epileptic seizure. The device 
measures the heart’s electrical activity with an electrocardiograph (ECG) sensor and 
extracts heartbeat signals. It compares the last few seconds of data with the prior 
few minutes of data to differentiate sudden spikes from gradual increases. Then it 
delivers a pulse of electricity through electrodes wrapped around the vagus nerve.  

I T ’ S  A N  E L E C T R I F Y I N G  T I M E  T O  B E  I N N E U R O S C I E N C E . Using implanted devices that send pulses of 
electricity through the nervous system, physicians are learning how to influence the 
neural systems that control people’s bodies and minds. These devices give neurologists 
new ways to treat patients with a wide range of disorders, including epilepsy, chronic 
pain, depression, and Parkinson’s disease.   So far, these stimulators have been one-
way devices that deliver a steady sequence of pulses to the nervous system but can’t 
react to changes in the patient’s body. Now, at last, medical device companies are com-
ing out with dynamic neural stimulators that have a bit of “brain” themselves. These 
smart systems can detect changes in a physiological signal and then respond by deliv-
ering a therapy or adjusting the patient’s treatment in real time. 

The three of us work for companies on 
this technological frontier, building devices
that take advantage of developments in 
low-power implantable sensors and 
embedded signal processing. In this 
article we’ll describe three devices that 
respond to the f lux of biology within 
the body. Because these devices rely 
on data related to the processes they 
influence, we call them “closed-loop” 
systems, but you could also call them 
the next step in a bionic model of medi-
cine. In this new paradigm, engineered 
systems composed of chips, wires, and 

batteries can replace or supplement bio-
logical systems that malfunction. 

A N  E P I L E P T I C  S E I Z U R E  starts with a storm 
of abnormal electrical activity in the 
brain. In the most common adult form 
of the disorder, this activity begins in 
one or two specific brain regions and can 
then spread to other parts of the brain, 
causing disturbances in movement, sen-
sation, mood, and mental function. Dur-
ing a severe seizure, a person may have 
convulsions and lose consciousness. It’s a 
terrible and disruptive condition, and it’s 

fairly common: The World Health Orga-
nization estimates that about 50 million 
people around the world have epilepsy. 

The majority of patients find their sei-
zures can be controlled with antiepileptic 
drugs. For 30 to 40 percent of patients, 
however, these drugs don’t do the job. 
Neurosurgeons sometimes resort to cut-
ting away the pieces of brain tissue where 
the seizures originate, but in the past 
decade or so they’ve had another alterna-
tive: They can implant neurostimulators. 
These stimulators send pulses of elec-
tricity through the nervous system in an 
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A N D
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1  S E C O N D
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6

1  S E C O N D1  S E C O N D

= ___

= __________

READING THE MIND: The responsive 
neurostimulator from NeuroPace scans for 
signs of an oncoming epileptic seizure in the 
brain. Three simple algorithms detect unusual 
amplitudes or frequencies in recorded brain 
waves; they quantify the squiggly line’s length 
[bottom left], the area within its peaks and 
valleys [center], and the number of times 
the line changes direction [right]. When the 
device detects the signature of a possible 
seizure, it emits a stimulating pulse. 

ously sensing the electrical activity in 
the brain and delivering stimulation in 
response to specific patterns of activity 
that have been flagged by the physician. 
With just a few simple algorithms, doc-
tors can configure the device to detect 
the electrical patterns—different in each 
patient—that indicate the onset of a sei-
zure. These patterns are represented in 
the squiggly lines of an electrocortico-
gram and are composed of signals with 
unusual frequencies and amplitudes. 
When the device identifies one of these 
patterns, it triggers a stimulating pulse 
within tens of milliseconds. Doctors can 
also change the detection parameters 
over time if conditions change in the 
patient’s brain. 

Patients may receive thousands of stim-
ulations per day. However, with each 
burst lasting only a tenth of a second or 
so, the total stimulation time usually adds 
up to just a few minutes a day. Moreover, 
the brain doesn’t have pain receptors, so 

SPECTRUM.IEEE.ORG | INTERNATIONAL | FEB 2015 | 31INFOGRAPHICS BY Carl De Torres

attempt to prevent the electrical storms 
from commencing. An “open-loop” 
device, which stimulates the brain but 
can’t detect or respond to changing con-
ditions, has been available since 1997. But 
the technology took a big step forward 
recently when NeuroPace, the Mountain 
View, Calif., company where one of us 
(Sun) works, invented a closed-loop device 
for epilepsy. This responsive neurostim-
ulator (the RNS System), which received
approval from the U.S. Food and Drug 
Administration in 2013, both records 
information and delivers stimulation 
directly to the brain. 

With the NeuroPace RNS System, the 
surgeon implants a slim device that 
houses the microprocessor and a bat-
tery into a small cavity in the skull. The 
device is connected to one or two leads 
that the surgeon carefully inserts into 
the brain; depending on where the sei-
zures originate, the surgeon may place 
the leads on the surface of the cortex or 
implant them deep in the gray matter. 
Each lead has four electrodes that record 
the brain’s electrical activity and also 
deliver the stimulating pulses. 

Here’s the beauty of this system: 
It works in the background, continu-
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patients typically aren’t aware of the stim-
ulation. This busy device doesn’t always 
stop the patient’s seizures altogether, 
but the NeuroPace clinical trial showed 
that patients implanted with the RNS 
System experienced an average 38 per-
cent reduction in seizures within five 
months. And the frequency of seizures 
dropped further over the ensuing years, 
with the majority of patients experienc-

ing a 50 percent or greater reduction in 
seizures by the two-year mark. 

The technology has only just begun to 
help patients with epilepsy—256 people 
received implants during the clinical tri-
als, and nearly 100 people have received 
commercial implants since then. But this 
modest start could be the beginning of a 
much broader research effort. Now that 
NeuroPace has figured out how to record 

and respond to the symptoms of one 
neurological disorder, the company may 
be able to build dynamic brain implants 
for others, perhaps helping people with 
movement disorders or mood disorders 
like depression.

T H E R E ’ S  A N O T H E R  W A Y  to head off an 
epileptic seizure with electricity. The 
Houston-based medical device company 

Chelsey Loeb says she’s still getting used to her new 
cyborg life. In November, neurosurgeons implanted a 
stimulator in her brain to treat her intractable epilepsy, 
and doctors turned on the device a few weeks later. She 
can’t feel the electrodes that routinely send pulses of 
electricity into her left temporal lobe, but she often 
thinks about her new internal hardware: “It’s like I have 
an iPod in my head,” she says with a smile. One night, 
when she heard a mysterious beep in her darkened 
bedroom, her first thought was, “Did my head just beep?”

It hadn’t. Loeb’s responsive neurostimulator (RNS
System), described in the accompanying article, does 
its work quietly. The device constantly records the 
electrical activity in specific areas of Loeb’s brain, scans 
for the signature of an approaching epileptic seizure, 
and then triggers a burst of stimulation. The idea is to 
interrupt the abnormal activity before it can spread 
across her brain and interfere with her movements, 
mood, memory, and cognition. 

The 26-year-old Loeb has been on medication to control 
her seizures since age 15. (Disclosure: Loeb’s father, 
Matthew Loeb, was formerly an IEEE staff executive.) 
Last summer the efficacy of those pills began to decline. 
Almost every day was interrupted by a seizure, in which 
she’d seem to zone out, become incoherent, and then 
regain awareness with no memory of what had occurred. 
These blank spaces were alarming. For example: What had 
happened in those few minutes after she started to feel 
strange at a pharmacy counter and before she came to her 
senses next to a dumpster in a parking lot? Loeb had to 
give up her driver’s license, and she took a disability leave 
from her job as a preschool teacher in Paterson, N.J. 

In search of a solution, Loeb came to the epilepsy 
center at New York University Langone Medical Center. 
Doctors there recommended the new NeuroPace RNS
System, which had been on the market for about a year. 
Loeb’s case required two surgeries. First, surgeons 
draped temporary electrodes over the surface of her 

LIFE AS A BIONIC WOMAN
A BRAIN IMPLANT OFFERS RELIEF TO AN EPILEPSY PATIENT
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Cyberonics, where one of us (Morris) 
works, invented a device that stimulates 
the vagus nerve, which extends from 
the brain to the colon. Back in 1997, the 
company received FDA approval for the 
first version of the product, an open-loop 
vagus nerve stimulator (VNS). 

For that basic VNS Therapy system, a 
surgeon implants a pulse generator in the 
chest and tunnels a lead up to the neck, 

where two spiral electrodes are wrapped 
around the vagus nerve. Typically, two 
weeks after the implantation procedure 
the pulse generator is programmed to 
deliver electrical stimulation pulses to 
the nerve, which sends them on to the 
brain. About 80,000 patients worldwide 
have received such implants. 

The current open-loop system also 
allows on-demand stimulation, a free-

dom that comes in handy for those 
patients who can sometimes tell when 
they’re about to have seizures. Such 
premonitions are called auras, and they 
manifest themselves as illusions such 
as shimmering lights or strange smells. 
Thus warned, a patient can pick up the 
device’s external magnet, which looks 
something like a pager, and pass it over 
the implanted pulse generator to trigger 

brain. For five days, she sat in a hospital bed with wires 
emerging from her head while doctors monitored the 
electrical patterns in her brain. “I wasn’t allowed to walk 
around at all,” she says. “I was literally plugged in.” Once 
the doctors had observed the pattern associated with 
her seizures, they implanted the neurostimulator in her 
cranium and guided its electrodes to the spots in her 
brain where her seizures begin. 

NYU neurosurgeon Werner Doyle is a pioneer of this 
technology; Loeb was the 17th patient he outfitted with a 
commercial neurostimulator. Doyle says the device takes 
advantage of the brain’s remarkable self-organizing 
ability. “If you shut the brain down and then turn it on 
again, which we can do with anesthesia, it reboots itself 
back to normal,” he says. “That’s what the RNS does, 
but locally rather than globally.” And if the brain is an 
operating system, he says, the malfunctioning part of an 
epileptic brain is an application that freezes. “The RNS
reboots the application so you can use it again.” 

Loeb has recovered well from the surgery. She’s had 
a few seizures since the procedure, but most have been 
minor, lasting just a few seconds and not interfering with 
her speech or memory. The device continuously records 
the electrical activity in her brain, and when Loeb feels a 
seizure, she swipes a magnet past her head to mark that 
moment in the data stream and flag it for examination. At 
her checkups, her doctors analyze the data and tweak 
stimulation parameters. “They’re figuring it out,” Loeb says. 

“Their goal is to have me be 100 percent seizure-free.” 
The doctors’ work won’t just benefit Loeb. As her doc-

tors learn how to better control her seizures with pulses 
of electricity, they’ll also be learning about the neural cir-
cuits that govern the human body. Doyle hopes that every 
time he implants electrodes into an epilepsy patient’s 
brain, he’ll get better at integrating the stimulator into 
the nervous system. “The more this device becomes like 
the brain, the better it will work,” says Doyle. “That’s the 
future.”  —Eliza Strickland

BRAIN UPGRADE: Chelsey Loeb [far left, with her parents] hopes her new brain implant will control her epileptic seizures. First, 
surgeons placed temporary electrodes in Loeb’s brain so doctors could monitor the electrical patterns associated with her seizures 
over the course of several days [left]. Then surgeons implanted the responsive neurostimulator [right], which emits pulses of electricity 
when it detects signs of a seizure. Once a day Loeb uses a wand [far right] to extract device data, which is sent to her medical team.

PHOTOGRAPHS BY Matt Loeb SPECTRUM.IEEE.ORG | INTERNATIONAL | FEB 2015 | 33
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READING THE BODY: Medtronic’s 
latest spinal cord stimulator 
adjusts its treatment for chronic 
pain according to the patient’s 
body position, which is registered 
by a three-axis accelerometer. For 
example, in a patient lying face up 
[top], gravity pulls the spinal cord 
closer to the electrodes; the device 
then reduces stimulation to avoid 
unwanted sensations. Conversely, 
the device increases stimulation 
for a face-down patient [bottom] to 
ensure adequate treatment when the 
distance between the spinal cord and 
electrodes is greater. 

The next challenge is determin-
ing whether a heart is beating faster 
because of a seizure or from another 
cause entirely, like exercise, an argu-
ment, or an exciting football game. 
False positives aren’t a major concern, 
because the stimulation pulses are 
rarely perceptible to patients. At most, 
if the current is very high they might 
feel tingling in their throats or experi-
ence hoarseness. Too many false posi-
tives could tax the battery, however, 
which is intended to last four to seven 
years, depending on the programmed 
settings. So to detect a truly abnormal 
spike in heart rate, the algorithm com-
pares the last few seconds of ECG sig-
nals with the last few minutes’ signals 
to calculate the relative change. If a 
person’s heart rate increases gradu-
ally as she starts to jog, for example, 
the threshold for triggering an electric 
pulse will go up. Likewise, as a person’s 
heart rate slowly decreases as he drifts 
off to sleep, the threshold will go down. 

Cyberonics first conducted a study
to compare the AspireSR’s detection of 
seizures against the current gold stan-
dard: visual inspection of graphs of the 
brain’s electrical activity (electroen-
cephalograms, or EEGs). The system 
caught 80 percent of the seizures and 
did so quickly, in an average of 6 sec-
onds. Subsequent clinical trials showed 
real therapeutic benefit. As with the 
brain stimulation system for epilepsy, 
the Cyberonics system doesn’t prevent 

S P I N A L  C O R D
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a stimulation burst. In this way, patients 
who experience auras can prevent some 
seizures entirely and reduce the sever-
ity of many others. 

Not all patients get auras, however, 
and not all can place the magnet over 
the pulse generator in time. Many peo-
ple have seizures when they’re sleeping 
or just waking up, and some people’s 
seizures are accompanied by men-
tal disturbances or unconsciousness. 
That’s why Cyberonics set out to create 
an automated version of the device—one 
that is always on alert, so the patient 
doesn’t have to be. 

The company’s closed-loop AspireSR 
neurostimulator builds on the fact 
that seizures affect the neural circuits 
regulating the heartbeat; this means 
patients’ hearts begin to race as their 
seizures commence. So the new system’s 

implanted pulse generator includes a 
sensor that records an electrocardio-
gram (ECG), a readout of the heart’s elec-
trical activity. This detection system has 
a big practical advantage: By looking 
for signs of seizures in the heart, this 
system treats epilepsy without invasive 
brain surgery. 

While the sensor’s position in the 
chest is advantageous from a proce-
dural perspective, electrical signals 
from the heart can be difficult to work 
with, as they can be obscured by signals 
generated by the muscles as the body 
moves. To compensate, the detection 
algorithm constantly monitors the qual-
ity of the signal; there are a number of 
checks that must be passed before the 
algorithm deems an electrical signal to 
be a valid heartbeat worth including in 
its calculations. 
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all seizures, but in about 65 percent of 
patients the number of seizures was 
reduced by half.

The prior generation of VNS devices 
stimulated the vagus nerve in 30-second 
bursts about 11 times per hour. Cyberonics 
found in its clinical trial that when the 
new closed-loop device was set to its high-
est level of sensitivity, it added only a few 
extra stimulations to that total. Even if 
some of those additional pulses were the 
result of false positives, this seems accept-
able. Vagus nerve stimulation doesn’t 
have the side effects associated with anti-
epileptic drugs, such as sluggishness and 
cognitive fog. In fact, patients using VNS 
therapy have reported feeling happier 
than usual and mentally sharper.

The AspireSR went on the market 
in Europe last year; it is awaiting FDA 
approval in the United States. Meanwhile, 
in the lab, engineers are continuing to 
refine the algorithms to detect more sei-
zures with fewer false positives. They’re 
also considering adding a notification 
function, so that the first sign of a sei-
zure would trigger an alert for a caregiver. 

T O B E  U S E F U L  in a closed-loop system, a 
sensor needn’t always detect the electri-
cal signals that flicker through the brain 
or heart; sensors can also pick up physi-
ological signals such as those generated 
by movement and activity. Medtronic,
where another of us (Denison) works, 
has developed one such system that 
uses a three-axis accelerometer as its 
sensor, bootstrapping off the technol-
ogy in your smartphone. 

People who suffer from chronic pain 
usually try drug regimens or surgery to 
alleviate their symptoms, but in some 
patients these approaches don’t work. 
So in the 1980s Medtronic came out with 
its first spinal cord stimulation (SCS) 
system, in which a pulse generator is 
implanted in the abdomen or above 
the buttock and leads are routed to the 
spinal canal inside the vertebrae. The 
system’s electrodes send an electric 
pulse up the nerve fibers that carry sen-
sory information from the painful body 
part to the brain, generally producing 
a mild sensation called paresthesia—
the tingling feeling of an arm or leg fall-

ing asleep. This stimulation to the brain 
is thought to interfere with the pain sig-
nal that the nerve fibers would other-
wise transmit. 

Today’s conventional SCS systems pro-
vide patients with remote controls to 
adjust stimulation if necessary and to 
maintain the desired levels of pain relief 
with limited side effects. For example, 
many patients find that changing body 
position alters the stimulator’s effect 
on their spinal cords, which can cause 
unwanted sensations. To understand 
this phenomenon, visualize a patient 
lying on his back; in that position, grav-
ity pulls his spinal cord down closer to 
the electrodes, causing the current to 
activate more nerve fibers. The patient 
may then feel a jolt, or the tingling sen-
sation may spread through more of his 
body. Conversely, if the patient lies on 
his stomach, the distance between the 
electrodes and the spinal cord increases, 
and because fewer nerve fibers receive 
the masking stimulation signal, the pain 
may return. 

To address this issue, Medtronic set 
out to develop a closed-loop device that 
automatically adjusts stimulation inten-
sity according to the patient’s position. 
While the best option might be a sen-
sor that directly measures the distance 
between the electrode and the spinal 
cord using ultrasound or optical sensors, 
these technologies aren’t yet practical 
for a small implanted device. 

A simple three-axis accelerometer, 
however, can provide an indirect gauge 
of distance: Its inertial measurements 
indicate the body’s position in real time, 
letting the device adjust stimulation as 
needed. For this purpose, Medtronic 
engineers adapted a type of micro-
electromechanical system accelerometer 
found in cellphones and other con-
sumer products, which wouldn’t draw 
too much power and drain the device’s 
battery. The battery is rechargeable—
the patient just holds an induction pad-
dle over the implanted device—but it 
would be inconvenient if the patient had 
to recharge often. 

In Medtronic’s adaptive SCS device, 
the implanted pulse generator contains 
both the accelerometer and a micro-

processor, which runs an algorithm 
that classifies the person’s position 
and determines the appropriate stimu-
lation. To calibrate the device initially, 
the patient assumes a series of pos-
tures (lying supine, prone, on the right 
and left sides, and standing up). The 
doctors can then map the data from 
each position to a stimulation level, 
with the aim of activating a constant 
volume of nerve tissue as the patient 
goes about the routines of daily life. 
The system also adapts over time by 
incorporating manual adjustments 
made by the patient into the automatic 
control algorithm. 

Regulators in the United States and 
Europe approved this system, called the 
Restore Neurostimulator, a few years 
ago. The next generation of spinal cord 
stimulators from Medtronic may include 
other sensors as well—perhaps some that 
detect heart rate or signals from the cen-
tral nervous system. As these implanted 
devices get smarter about what’s going 
on in a patient’s body, they should be 
able to deliver therapy that is more cus-
tomized and precise. 

A S  W E  S E E  I T ,  the goal of all these closed-
loop systems is to let doctors take their 
expert knowledge—their ability to evalu-
ate a patient’s condition and adjust 
therapy accordingly—and embed it in 
an implanted device. These dynamic 
systems have a number of potential 
benefits: They may react faster than 
current devices, provide more tailored 
therapy to individuals, and free up cli-
nicians’ time. 

These smart devices may have some-
thing to teach doctors as well. As the 
stimulators provide therapeutic effects, 
they also provide data about how physio-
logical states relate to clinical outcomes. 
From this new information, scientists 
and engineers hope to learn more about 
how the nervous system works, how it is 
affected by disease, and how to design 
better treatments. Sometimes, it seems, 
the way to move forward in science is to 
follow a loop. 

POST YOUR COMMENTS at http://spectrum.
ieee.org/closedloop0215
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TODAY’S TECHNOCULTURE OF ENTREPRENEURSHIP
AND CREATIVE PROBLEM SOLVING OWES MUCH

TO THIS 1960S MAGAZINE

ByMATTHEW WISNIOSKI

The Birth of Innovation
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INNOVATION’S 
use of provocative 

graphics and design 
mirrored its lively coverage 
of technology and business. 

Subscribers also had 
direct access to experts 

via conference calls, 
workshops, and

lab visits.
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IN JANUARY 1970, two hundred technology manag-
ers met at a secluded mansion in Glen Cove, Long Island. 
Their mission: to learn what it takes to be an innovator. 
From the comfort of their rooms, executives from the 
likes of AT&T, Honeywell, IBM, and 3M talked shop via 
closed-circuit television and telephone with leading 
entrepreneurs, science administrators, and academ-
ics, who paced the stage of an intimate theater as they 
wove parables about how their lives were changed by 
the “accelerating rush of innovation.” Each evening, the 
speakers again held court in the bar, where attendees 
were encouraged to “seize the chance to ask the speaker 
just how an idea he has presented applies to your par-
ticular situation.” • The workshop, for which partici-
pants paid the equivalent of US $3,000 today, was the 
brainchild of a new media start-up called Technology 
Communication. The weekend event captured the club-
like exclusivity, expert insight, and collective self-help 
for revolutionary times that the new venture sought 
to embrace.

Revolution, no doubt, was on attendees’ 
minds. As corporate managers, they were 
being forced to reinvent themselves and 
their companies for an exciting but unset-
tling age. In the previous two years, they 
had witnessed the Apollo moon landing,
fierce anti–Vietnam War protests, sweeping 
environmental regulations, landmark civil 
rights legislation, the exponential growth 
of the microelectronics industry, and the 
bold emergence of international competi-
tion. Technology Communication chron-
icled all of these episodes in its monthly 
magazine, Innovation, and expanded on 
them in events like the Long Island gather-
ing. The start-up was selling a foothold for 
survival in a world in which industry, aca-
deme, government, and civil society were 
in chaotic flux. Rather than simply read 
about strategies for staying afloat, partici-
pants sought to exchange ideas firsthand 
on how to ride the waves of change. 

Today, of course, innovation is everywhere: 
As professionals, we’re continually reminded 
that we live in an innovation economy requir-
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ing self-styled careers of the sort trumpeted 
in executive-education programs, TED talks, 
and self-help best sellers. No mere buzz-
word, “innovation” generates excitement 
about working on the front lines of the future—
as well as suspicion about the motives of those 
uttering this management-speak. And we 
reserve the superlative title of “innovator”
for those bright few who have transcended 
the traditional labels of “engineer,” “scien-
tist,” or “inventor.”

This perspective did not always exist. 
Indeed, it owes a substantial debt to the 
people behind Innovation, whose rise and 
fall coincides with the birth of a new way 
of talking about innovation and a new ideal 
of what makes an innovator. 

TECHNOLOGY COMMUNICATION WAS 
founded in 1969 to capitalize on the conflu-
ence of these world-changing forces. It was a 
partnership between the publisher William 
Maass and the journalist Robert Colborn, in 
consultation with a Bell Telephone Labora-
tories research director named Jack Morton. 
The company placed ads in the Wall Street 
Journal and Scientific American inviting read-
ers to become members of a new community: 
the Innovation Group. The group, the ads 
declared, would be “a set of men very impor-
tant to this country”—and in 1969 nearly all 
technologists were men—who shared an art 
without “teachers or precedents or tradi-
tion.” Together, the group’s members would 
address the promises and perils of technol-
ogy while also turning a profit and enjoying 
meaningful and creative lives.

The Innovation Group’s advisors, most 
of whom starred at the Long Island work-
shop, lived up to this lofty billing. They 
included 3M vice president of research 
and development Robert Adams; former 
U.S. congressman and architect of the U.S. 
Office of Technology Assessment Emilio 
Daddario; Fairchild Semiconductor chair-
man C. Lester Hogan; engineer and influ-
ential policymaker J. Herbert Hollomon;
NEC founder Koji Kobayashi; and the emi-
nent psychologist Donald Marquis, who 
founded the technology management pro-
gram at MIT’s Sloan School.

Accordingly, Innovation was intended not 
as an end in itself but rather as a catalyst—
a “vehicle for initiating a process of inter-
action,” a company ad declared. Designed 

by the renowned Madison Avenue firm Chermayeff & Geismar, the maga-
zine’s colorful and clean style blended modernism with countercultural 
flourishes. It carried no advertising, a point of pride for the editorial staff. 
The choice of topics cut across disciplines and industries. Issue 6, which 
came out in October 1969, included articles about the automobile indus-
try’s struggles to adapt to postindustrialism, the role of artists at NASA, 
a tribute to cybernetics expert Warren McCulloch, and a theoretical analy-
sis of the diffusion of innovation. Informal interviews with contributors 
and a breezy, conversational tone made even the most esoteric subject 
seem accessible and familiar.

An annual membership fee of $75 (or slightly more for those outside 
the United States) included a subscription to Innovation, a newsletter, 
telephone conference calls with authors, a membership database, and 
invitations to in-person events like the Long Island meeting. Later, the 
company would offer subscriptions to the magazine for $35, making it one 
of the most expensive magazines on the planet. The group received addi-
tional funding from a venture capital group within what is now Citigroup. 

The Innovation Group’s unique 
approach was actually a refinement 
of its founders’ vision, which they had 
been honing for the better part of a 
decade. That vision was a product of 
the post-Sputnik era, in which a rising 
chorus of stakeholders called for bet-
ter science communication, improved 
primary and secondary education, 
more human portrayals of scientists, 
and new means for professionals to 
combat information overload.

In 1961, Maass, a vice president at 
the trade publisher Conover-Mast, 
launched International Science and 
Technology as a general-interest 
magazine for scientists and engi-
neers. More cutt ing edge than 
Scientific American and less techni-
cal than Science, IST was distributed 
free of charge to 120,000 scientists 
and engineers. Funding came from 
corporate advertising, with scien-
tific statesmen like Ernst Weber, the 
IEEE’s soon-to-be first president, 

lending the publication some authoritative heft.
Maass—whom a reporter at the Long Island workshop described as a 

“supercharged, crackling blur of a man”—assembled an exceptional team 
of scientifically trained journalists. Most notable was IST senior editor 
Colborn, who’d just spent a decade as managing editor of Business Week. 
A civil engineering graduate of Dartmouth, he was also the author of a 
1958 nuclear-disaster novel, The Future Like a Bride, about the inner life 
of a physicist-administrator.

IST offered a then-unique focus on the infrastructure of science. In 
addition to carrying interviews with Nobel Prize winners, the magazine 
worked with research managers and industrial scientists to describe and 
analyze what they did. These features publicized research and devel-
opment as an “innovation process,” an interpretation then percolating 

INNOVATION’S BOLD 
DESIGN, by Chermayeff 
& Geismar, was apparent 
from the cover of the first 
issue, in May 1969 [above]. 
A prescient article on how 
to fix the U.S. auto industry 
[left] ran in the October 
1969 issue.
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among economists and man-
agement experts.

A 1964 article of this sort, 
“From Research to Technol-
ogy,” altered the trajecto-
ries of both its author, Jack 
Morton, and the IST staff. The 
Bell Labs manager explained 
how he had guided the tran-
sistor from laboratory to mar-
ket, and how the experience 
had opened the door to a gen-
eral systems theory of innova-
tion. In 1966, he followed up 

with “The Microelectronics Dilemma,” which charted the decentralized 
expansion of microelectronics companies and the incessant creative 
destruction it generated. To “survive and grow in a new era of technology,” 
Morton wrote, required mastery of the “people-process of innovation.”

On 1 January 1969, Colborn, Maass, and much of the IST staff abandoned 
traditional publishing to form Technology Communication. Society 
was undergoing an epochal shift, they believed. The Innovation Group 
would be a network in tune with this Heraclitian age, and Innovation’s 
staff would be its facilitators.

THREE OVERLAPPING AIMS GUIDED THE INNOVATION GROUP. 
First, it was a social network for managerial innovators to engage with 
their like-minded peers. Second, the core “product” the group was 

cultivating was new forms of innovation 
expertise—that is, the knowledge and prac-
tices members would need to achieve suc-
cess in a volatile world. Third, the group 
was defining the cultural contours of a 
new kind of interdisciplinary professional—
the change manager. 

In its unusual approach to selling maga-
zines, Technology Communication created a 
social technology that it hoped would spawn 
local innovation groups across the world. 
A kind of proto-LinkedIn, Innovation was 
intended as a space for sharing problems, put-
ting seemingly disparate ideas on an equal 
plane, and aiding entrepreneurs in their pur-
suits. Innovation was no mere periodical: The 
July 1969 issue, for instance, offered mem-
bers a direct phone line to venture capitalists 
Georges Doriot and Arthur Rock.

As the Innovation Group grew, it extended 
the boundaries of print media in search of 
new ways to connect people and ideas. In 
the September 1971 issue, for example, Inno-
vation published one of the earliest profiles 
of computer visionary Douglas Engelbart.
Members could sign up for a seminar with 
Engelbart in his laboratory at the Stanford 

MEN OF INNOVATION [clockwise 
from top left]: An Innovation Group 

“active seminar”; Congressman Emilio 
Daddario, an advisor to the group; 
Michael F. Wolff, Innovation’s second 
(and last) editor; Bell Labs research 
manager Jack Morton [gesturing], 
another key advisor; founding editor 
Richard Colborn [left] and publisher 
William Maass, who together forged
Innovation’s unique business model and 
outlook; and staff writer Nilo Lindgren.
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Research Institute, in Menlo Park, Calif. 
There they could try out the augmenta-
tion system made famous by his 1968 pub-
lic demonstration, in which he debuted a 
number of groundbreaking technologies, 
including the computer mouse.

In January 1972, Technology Commu-
nication expanded its electronic services 
by partnering with another start-up called 
TeleSession Corp. Founded in 1970 by mar-
keting expert Ron Richards and psycholo-
gist George Silverman, TeleSession started 
as a late-night telephone-based chat group, 
where strangers could discuss common 
interests. The Innovation Group used the 
TeleSession switchboards to build virtual 
workshops around its articles. Branding 
itself as “the first magazine with an interac-
tive feedback system,” Innovation boasted 
that economist Milton Friedman dialed 
into TeleSession from his summer cabin 
and deemed the experience more valu-
able than a face-to-face meeting.

Beyond networking opportunities, the 
Innovation Group’s main attraction was 
access to innovation-related expertise. 
Practitioner-theorists of group psychology, 
economics, systems engineering, philoso-
phy, and landscape architecture shared their 
work and insights in the pages of the maga-
zine. Innovation’seditors outlined remedies 
for lumbering corporations, environmental 
degradation, and various urban ills. Selected 
articles were later collected in edited books 
through a partnership with the American 
Management Association. 

The editors were also fascinated with the 
rise of social movements, covering, for exam-
ple, MIT’s 1969 anti–Vietnam War work stop-
page. The radicals, contributors argued, had 
the right attitude toward novelty and had 
discovered powerful forms of decentralized 
organization. (The MIT work-stoppage article 
was written by a Harvard-educated journal-
ist named Charles Horman, who worked at 
Innovation from its founding until mid-1970; 
later, while report-

ARTICLES OF INFLUENCE: Innovation’s 
coverage of technology and management 
included a piece on management informa-
tion systems [top], an essay on the “creative 
corporation” [center], and a profile of com-
puter pioneer Douglas Engelbart [bottom].
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L ONG AG O, T H E ST ORY G OE S,
Greek soldiers tried for 10 years to 
conquer the city of Troy. Eventually, 
they departed, leaving behind a large 

wooden horse, apparently as a gift. The  Trojans 
pulled the beautiful tribute inside. Later, 
a  group of Greek 
soldiers slipped out 
of the horse and 
opened the gates for 
their compatriots, 
who easily sacked 
the sleeping city.

Nowadays, some 
3,000 years on, a 
Trojan is a seemingly 
innocuous piece of software that actually 
contains malicious code. Security compa-
nies are constantly developing new tests to 
check for these threats. But there is another 
variety of Trojan—the “hardware  Trojan”—
that has only started to gain attention, 

and it could prove much harder to thwart. 
A hardware Trojan is exactly what it sounds 

like: a small change to an integrated circuit 
that can disturb chip operation. With the 
right design, a clever attacker can alter a chip 
so that it fails at a crucial time or generates 

false signals. Or the 
attacker can add a 
backdoor that can 
sniff out encryption 
keys or passwords 
or transmit inter-
nal chip data to the 
outside world. 

There’s good rea-
son to be concerned. 

In 2007, a Syrian radar failed to warn of an 
incoming air strike; a backdoor built into the 
system’s chips was rumored to be responsible. 
Other serious allegations of added circuits 
have been made. And there has been an explo-
sion in reports of counterfeit chips, raising 

A FEW ADJUSTMENTS COULD 
PROTECT CHIPS FROM 

MALICIOUS CIRCUITRY

BY SUBHASISH MITRA, H.-S. PHILIP WONG 
& SIMON WONG
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questions about just how much the global sup-
ply chain for integrated circuits can be trusted. 

If any such episode has led to calamity, the role 
of the Trojan has been kept secret. Indeed, if any 
potentially threatening hardware Trojans have 
been found, the news hasn’t yet been made pub-
lic. But clearly, in the right place a compromised 
chip could scuttle antimissile defenses, open up 
our personal data to the world, or down a power 
plant or even a large section of a power grid. 

A lot of research is still being devoted to under-
standing the scope of the problem. But solu-
tions are already starting to emerge. In 2011, the 
United States’ Intelligence Advanced Research 
Projects Activity (IARPA) started a new program 
to explore ways to make trusted chips. As part of 
that program, our team at Stanford University, 
along with other research groups, is working 
on fundamental changes to the way integrated 
circuits are designed and manufactured.

Today we try to protect against hardware 
 Trojans by keeping careful tabs on where chips 
are made, limiting the opportunity for mischief 
by limiting who is authorized to make a chip. 
But if this research succeeds, it could make it 
practical for anyone to design and build a chip 
wherever they like and trust that it hasn’t been 
tampered with. More radically, our research 
could open up ways to let you use a chip even 
if there is a Trojan inside. 

T oday’s chips are so complex and costly to design 
and build that it’s very difficult for a single company 
to create them without outside help. One company 
might conceive and market an integrated circuit, but 

other companies often make critical contributions to pinning 
down the design. Still others may have a hand in manufac-
turing, packaging, and distributing the chips. 

With so many cooks in the kitchen, there are multiple oppor-
tunities to meddle with the hardware. A natural place to start 
is at the very beginning, when a chip is being designed. Today, 
that’s done using sophisticated computer-aided-design soft-
ware. These CAD tools are created by specialized companies 
that often work closely with chipmakers. The tools frequently 
contain millions of lines of code, and they change quickly: New 
algorithms are added almost continuously to help design faster, 
lower-power circuits. In principle, among the many thousands 
or perhaps millions of lines of code, it is easy to slip in a few 
extra ones to modify a hardware design. And there are mul-
tiple places it could be done. For one thing, routine circuit 
blocks, such as the accelerators used to crunch numbers for 
encryption and decryption, are often designed by third parties. 

The other obvious time for an integrated circuit to be altered 
is during manufacturing. This was less of a concern decades 
ago, when chip manufacturing was more affordable and com-

panies could make their own chips in their own fabrication 
plants, or fabs. But nowadays a new chip fab can cost upwards 
of US $10 billion, and research and development costs keep 
increasing. Because of this very high up-front cost, most chip-
makers now rely on a handful of outside foundry services, 
based in China, South Korea, Taiwan, and the United States, 
among other countries, that specialize in implementing sili-
con designs. Although there is no reason to suspect that any 
of these foundries may be adding malicious hardware, it’s 
impossible to exclude the possibility that they might make 
undesirable adjustments to the designs, potentially altering 
an entire batch of chips or a subset of them.

The U.S. Department of Defense is of course well aware 
of these vulnerabilities. To help address them, its Trusted 
Foundry program has accredited foundries, along with other 
links in the supply chain. The set of foundries allowed to work 
on these “trusted” chips is generally restricted to those in the 
United States. This limits access to the most advanced chips; 
many trusted U.S. foundry services have not been able to 
keep up their investments and are producing chips that are 
10 years or more behind the current state-of-the-art manufac-
turing process. What’s more, the DOD program is focused on 
military chips for applications such as weapons and avionics. 
The integrated circuits used in such vital nonmilitary applica- P
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tions as medical computer systems and nuclear power plants 
are often made overseas and aren’t subject to the same level 
of supply chain scrutiny. 

Ideally, what we’d like is a simple, quick, and cheap way to 
find out if a chip has a hardware Trojan inside. What would 
we be looking for? Researchers are still sorting out what kinds 
of hardware Trojan attacks are possible. But it’s already clear 
they can be hard to detect.

In one experiment, conducted in 2008 at the University of 
Illinois at Urbana-Champaign, researchers designed a small 
backdoor circuit that gave access to privileged regions of chip 
memory. The Trojan could be used to change the process iden-
tification number of malicious software, allowing attackers to 
perform any operation and access any data they wish. Incor-
porating this Trojan added fewer than 1,000 transistors to the 
1.8 million already on the chip, an increase of just 0.05 percent. 
And such tiny tweaks are likely to be par for the course: It doesn’t 
take much additional circuitry to wreak havoc on a chip. In fact, 
it might not require any added circuitry. Recent research sug-
gests that even slight adjustments to the electrical properties 
of existing transistors in a design could 
compromise security.

How would you find changes to the 
circuitry? You might think you could 
simply take a finished chip and look at it 
under a microscope. It’s easy to imagine 
doing that back in the early 1970s, when 
Intel debuted its 4004 microprocessor. 
The 4004 had about 2,300 transistors, 
each measuring an optical microscope–
friendly 10 micrometers or so. But today’s 
integrated circuits are in another realm entirely. They can eas-
ily have billions of transistors, each well less than a hundredth 
the size of those in the 4004. While it’s possible to scrutinize 
them with an electron microscope, the process is destructive. 
To get to the transistor level, you have to chemically remove or 
mechanically polish away the layers of metal that have been 
added on top of the transistors to wire everything together. 

A straightforward solution to this problem is to destruc-
tively examine a representative sample of chips; if they’re 
free of  Trojans, you might conclude that all the untested 
chips in the batch are as well. But there is no guarantee that’s 
the case; an attacker may have targeted only a subset of the 
chips in question. 

So researchers are exploring other tests. One idea is to send 
different inputs into various circuits and then compare the 
resulting output data or the time it takes for information to 
move through the circuits, for example, to what you’d expect 
to see if the chip were operating normally. This sort of quality 
check can be performed after the chip is manufactured, and it 
could potentially detect a Trojan. But it’s not the sort of thing 
that can be used to continuously monitor chip operation, so 
it wouldn’t help you detect an alteration that’s designed to 
be activated months or years down the line. 

Researchers at IBM’s Thomas J. Watson Research Center, in 
Yorktown Heights, N.Y., have been investigating a way to detect 
such intermittent Trojans. In this approach, a handful of chips 
are selected from the batch. They’re put through their paces so 
that a “fingerprint” can be created based on such characteris-
tics as power consumption, temperature, and electromagnetic 
emission. The idea is that a Trojan may have an effect on these 
fingerprint parameters, also called side-channel outputs, even if 
the Trojan isn’t actively performing an attack. Statistical analy-
sis can then be used to identify outliers. Or the fingerprinted 
chips can be dismantled and examined under an electron micro-
scope to make sure they have no Trojans. If they pass that test, 
the fingerprints can be used to gauge the health of the rest of 
the chips in the batch. A mismatch in one or more of the fin-
gerprints indicates the presence of a Trojan. 

This technique has drawbacks of its own. For instance, 
it can’t detect small circuit alterations, such as the addition 
of a single “exclusive OR” gate built with a handful of transis-
tors. That’s because even healthy chips display variations in 
the physical dimensions of their transistors and metal wiring. 
These variations in turn alter electrical and thermal proper-

ties from transistor to transistor. The 
resulting noise could easily swamp the 
signal created by a tiny Trojan. 

Imaging could help see those smaller 
Trojans, and some researchers haven’t 
given up on the idea. In 2011, a group 
led by Michael Bajura of the University 
of Southern California’s Information 
 Sciences Institute reported a way to 
image chips without tearing them apart. 
Instead of using an electron microscope, 

which can image only surfaces, the team directed X-rays at 
various angles through a chip. By stitching the resulting 2-D 
projections together, they could create a high-resolution 
3-D rendering of the chip. This X-ray microscope could resolve 
details down to about 30 nanometers, which should reveal 
any added circuitry in even the most advanced chips used 
today. But unfortunately, the radiation can still cause dam-
age, and a lot of work and time is needed to find departures 
from the chip’s original design among what can easily be 
more than a billion transistors. 

These sorts of challenges have led the U.S. government to 
consider a drastic measure—a change to the chipmaking pro-
cess itself. The idea, called split manufacturing, is to literally 
split the manufacturing of chips into two steps. First, a state-
of-the-art foundry would make, at the “front end of line,” the 
smallest chip features: the layer of transistors, followed by 
the first (or perhaps a few) of the most finely detailed layers of 
metal wiring needed to connect them. In the second step, the 
chip would be shipped to a vetted, trusted foundry to be com-
pleted. This less advanced foundry would finish up the connec-
tions on the chip’s back end—the chip’s less fine layers of metal 
wiring and, ultimately, its connections to the outside world. 

TODAY’S INTEGRATED 
CIRCUITS ARE
 INTERNATIONAL
 CREATURES. BUT TRUST
ISN’T SOMETHING 
THAT’S BUILT IN FROM 
THE START
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The idea is that if only the first few layers of a chip are made at 
an untrusted foundry, the chip will look like little more than a 
sea of arbitrarily connected transistors, and it will be impossible 
for foundry workers to know much about how the chip works. 
That incomprehension would in turn make it very hard for an 
aspiring attacker to devise a Trojan that would escape detection. 

In principle, split manufacturing could be the best of 
both worlds: It would let a chipmaker take advantage of the 
advanced manufacturing capabilities of an untrusted foundry 
without disclosing everything about the chip. With that think-
ing in mind, IARPA established a new program in 2011 called 
Trusted Integrated Chips, dedicated to finding ways of exploit-
ing split manufacturing. 

The IARPA program was specifically designed to address 
the threat of Trojans added in foundries. But we’ve actually 
devised an approach that expands on split manufactur-
ing and that we think could be a complete solution to the 
problem—one that would address the possibility not only of 
Trojans introduced at the foundry but also of Trojans intro-
duced at the design stage, a problem that split manufactur-
ing alone can’t solve. 

There will be a cost for such protection, of course, and it will 
be in the number of transistors. At a basic level, our approach 
is to build new circuitry on each chip that can monitor it on 
an ongoing basis, even after it’s been purchased and installed. 
This circuitry performs a task called concurrent error detec-
tion, which has been used for years in fault-tolerant comput-

ing to detect hardware-related errors and boost the reliability 
of high-performance computers. 

Concurrent error detection works on chunks, or blocks, of 
circuits on a chip. The trick to good error-checking design is to 
find an economical way to prove a block is operating correctly. 
This feat is typically accomplished by designing circuitry that 
runs alongside the block. The circuitry takes a computational 
shortcut, performing calculations on the input data to a block. 
If properly designed, it will generate results with the same prop-
erties as the output of that block when it’s operating normally. 

For example, one widely used check is the parity function, 
which tells you whether a computation has produced an even 
or odd number of 1s over a given interval. If the results of the 
parity function performed on the output of the checker cir-
cuitry and the one performed on the output of the circuit block 
match, there is a good chance that the circuit block is error-free. 
If there’s a mismatch, it suggests something has gone awry.

This scheme works well for detecting random errors, but it 
could be circumvented with a carefully designed Trojan. For 
example, a clever attacker who knows a parity check is being 
used to protect the block could devise a circuit that would flip 
multiple bits in the output so that the number of 1s generated 
is preserved, masking the presence of the Trojan. 

To prevent this deception, we’ve devised two ways to hide the 
functionality of the checker. The first is to change the checker 
design. We’ve devised a variation on the parity function, which 
we call randomized parity. An ordinary parity function might 

SPLITTING
THE CHECK
A cross section of a 130-nanometer 
test chip [left] shows the transistor 
layer at the bottom and six layers 
of metal interconnections built 
on top. The transistor and first 

metal layer were fabricated in 
Singapore by GlobalFoundries, 
the second through fifth 
layers were made by IBM in 
the United States, and the 
chip was finished by Stanford 
and the Agency for Science, 
Technology and Research 

(A*STAR). Checker circuitry that 
can hunt for abnormal operation 
is split among transistors in the 
transistor layer and resistive 
RAM (RRAM) switches that are 
sandwiched between the fifth 
and sixth layers of metal. These 
switches can be configured 

after the chip is made. As 
shown at right, the checker 
circuitry works by comparing 
characteristic information 
on a circuit block’s output 
with similar information that 
is predicted and calculated 
directly by the checker circuitry. 
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ous circuit blocks. The chip’s checker circuitry could detect 
some 99.9998 percent of 10 million emulated hardware attacks. 

This approach can detect Trojans that directly alter the oper-
ation of a circuit. It can even spot “replay” attacks. These are 
perpetrated by recording valid circuit block outputs and then 
reemitting them during an attack to give the appearance that 
everything is operating normally. But the checker circuits 
do have limitations. They can pick up data that’s transmitted 
through the normal input-output channels of a chip. But they 

can’t detect a Trojan that passively extracts infor-
mation and then wirelessly transmits it to a third 
party through added radio-frequency circuitry. 
We’re just now starting to explore protections 
against such an attack. 

Even if split manufacturing isn’t used, our 
checker-circuit design approach and the pro-

grammable RRAM will help make it difficult for a potential 
attacker to devise a hardware attack. But we think that what-
ever strategy is used to protect against changes—even one 
that combines split manufacturing, testing, and destructive 
imaging—it will be very hard to definitively rule out the possi-
bility that a chip contains a hardware Trojan before it’s sent on 
its way. Small circuits are simply too easy to hide.

Because our checker circuitry is designed to monitor a chip 
continuously, it will be able to watch for an attack, but it won’t 
be able to prevent it from happening. So a key challenge now is 
to figure out what to do if one of these circuits detects a Trojan 
attack in the field. Will a simple reboot suffice, pushing off the 
next attempted attack for months or even years? Can we add 
circuitry for chip recovery, borrowing error-correcting tech-
niques such as checkpoints to save data at critical intervals? 
Should we plan on building more redundancy into critical 
control systems to protect against the possibility of a Trojan, 
adding more chips to our equipment in case one has a fault? 

These are questions that will become more relevant as 
hardware Trojan protection technology matures. We’re now 
in the second phase of the IARPA project, which is targeting 
the more advanced, 28-nanometer manufacturing process, 
one step away from today’s most advanced chips. We can 
start considering how the semiconductor ecosystem might 
be changed to make the chip supply chain more secure. Split 
manufacturing could help, but it could also significantly add 
to the cost of chips and the logistical complexity of the pro-
cess. It may be that incentives and regulations will be needed 
to convince chip companies and foundries to adopt it. 

Tackling the threat of a hardware Trojan will require tough 
calls and a sea change in the way we approach chip manufac-
turing. It could also mean we have to redefine what we mean 
by trust. But with the right approach, we could make attacks 
rare and relatively benign—and ensure that the most famous 
Trojan horse story remains ancient history.  ■

The authors would like to thank IARPA for its support, Farzan Fallah for his 
early work on this article, and our students and postdocs at Stanford and 
our collaborators at A*STAR’s Institute of Microelectronics, in Singapore, 
for their vital contributions to this research. 

take 10 bits and count the number of 1s among them. In our 
approach, each checker circuit is configured to take a random 
sample of those 10, sampling perhaps only the second, fifth, 
seventh, and eighth bits in each group. The checker’s sampling 
setting is chosen at random when the chip is being designed. 
And crucially, the configuration of the checker circuitry can 
be designed independently from the rest of the chip, which 
should help limit tampering at the design stage. 

The second part of our approach is to obfuscate the function of 
the checker circuitry at the fab by building some 
of the connections with programmable switches 
that are set only after the chip is finished. That 
way, it won’t be clear to the group fabricating the 
chip how the checker circuitry is designed, mak-
ing it very hard to devise a workaround.

We build these switches using a form of mem-
ory called resistive RAM (RRAM). An RRAM cell consists of an 
insulating layer sandwiched between two layers of metal. With 
the right choice of insulating material, RRAM can be made to 
switch between states of high and low resistance with a fairly 
small voltage, and it will keep that state even if there’s no power, 
which means it can act as configurable wiring. We can break 
and complete circuits as needed by applying a voltage.

Programmable switches themselves aren’t new; many of 
the chips you find in TV set-top boxes, cars, and medical 
equipment are made with field-programmable gate arrays 
(FPGAs), standardized circuits that have their functional-
ity programmed in transistor-based memory cells after they 
leave the assembly line. But RRAM is more attractive for this 
application, in part because it’s compact. We’ve shown that 
if FPGA memory is made with cells containing one transistor 
and two RRAM devices instead of the typical six-transistor 
form, the area of a chip can be reduced by 40 percent and 
its energy consumption by 28 percent. What’s more, unlike 
traditional, transistor-based memory, RRAM can be placed 
among the metal connections above the active layer of tran-
sistors on a chip, and it can be inserted at whatever stage in 
the manufacturing of metal layers you like, even if you choose 
not to pursue split manufacturing.

We launched our project in 2012. In the very first phase, as a 
proof of concept, we manufactured our chip designs through 
the IARPA program, using 0.13-micrometer technology. The 
transistors and transistor-based checker circuitry, along with 
the first metal layer, were made at a GlobalFoundries fab in 
Singapore. Other metal layers were added at an IBM-built plant 
in Burlington, Vt. We then built the RRAM and last metal layer.

The process produced a handful of accelerators, built to per-
form data compression, and FPGAs. Graduate student Tony 
Wu and other members of our laboratory installed these chips 
on a circuit board attached to a computer in order to run tests 
and emulate attacks. They showed that the checker circuitry 
we’d built in the accelerator to run alongside the compression 
process took up just 1 percent of the area of the chip and did 
not slow it down at all. And they emulated a variety of differ-
ent Trojan attacks on the chip by altering the outputs of vari-

POST YOUR 
COMMENTS
at http://spectrum.
ieee.org/trojan0215
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D uring the 1930s, with Europe preparing 
for war, the British government badly 
needed a way to detect the approach 
of enemy aircraft. It got one, thanks 
to a bookish-looking engineer named 
Robert Watson-Watt, who devised and 
successfully tested a primitive radar 

system in 1935. By the time of the Battle of Britain in 1940, 
a chain of radar stations along England’s eastern and southern 
coasts was providing enough warning of incoming Luftwaffe 
bombers to allow civilians to find shelter underground and 
Royal Air Force pilots to scramble their fighters into the air. 
King George VI recognized Watson-Watt’s accomplishments 
with a knighthood in 1942. Some historians even credit the 
engineer with Britain’s survival during those terrifying times.

Some 15 years later, when Watson-Watt was in his 60s and 
I was in my teens, he spoke at my Canadian high school. 
The best part of the talk for us was his story about having 

been pulled over in a radar speed trap. He read us a poem 
he had composed while waiting for his case to be called:

Pity Sir Robert Watson-Watt,
strange target of this radar plot
And thus, with others I can mention,
the victim of his own invention.
His magical all-seeing eye
enabled cloud-bound planes to fly
but now by some ironic twist
it spots the speeding motorist
and bites, no doubt with legal wit,
the hand that once created it.

Police with radar speed guns are indeed what leaps to most 
people’s minds if you ask them what radar is good for, other than 
detecting aircraft. In fact, though, radar has proved to be an 
extraordinarily versatile technology, with established uses now 
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Radar 
Every-

 where
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OUT WAVES: 
A technician works on a 
Doppler weather radar’s 
parabolic antenna, which 
is situated within 
a large tiled dome.
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in vehicles, weather monitoring, aerial 
reconnaissance, even for seeing through 
walls. But as applications for it prolifer-
ate at an accelerating rate, government 
regulators, including those in the United 
States, are having a hard time keeping up.

It’s vital that they do, because foot 
dragging on their part threatens to slow 
the pace of innovation. If you have any 
doubts, read on and discover just how 
deeply radar has integrated itself into 
the fabric of modern industrial society, 
despite what I regard as a problematic 
regulatory environment. It’s a caution-
ary tale, and though I’m concerned with 

radar here, the warning is relevant to 
many technologies—including drones, 
app-based ride sharing, and crypto-
currencies, to mention just a few. 

M uch of the develop-
ment of radar during 
World War II, build-
ing on Watson-Watt’s 
work, took place at 

MIT’s Radiation Laboratory—the direct 
predecessor of the still-active Research 
Laboratory of Electronics. U.S. contri-
butions helped to make radar equip-
ment more effective and reliable, and 

also a lot smaller. One compact model,
with electronics the size of a shoebox, 
warned fighter pilots of enemy aircraft 
approaching from behind. This device 
found another wartime application as 
well: The nuclear bombs dropped over 
Hiroshima and Nagasaki each carried 
four of these units to monitor the dwin-
dling distance to the ground as the bombs 
descended, so that detonation could be 
triggered at a preset altitude.

Vigorous development of radar con-
tinued after the war, and along with 
improvements to military systems, two 
civilian applications quickly emerged: 

RADAR’S MILITARY ROOTS: Radar guided the naval airmen working on the aircraft carrier USS Essex in 1945 [top left]. The compact APS13 radar [top right] 
was used in some fighter aircraft of that era and also for altitude sensing in the first atomic bombs. Radar was further refined during the Cold War, when it 
scanned the skies for an impending nuclear strike. Initially, men, like those working at Fort George G. Meade in Maryland in 1957 [middle right], monitored 
the screens visually. Later, radar-based detection of nuclear threats, such as that supplied by stations of the Distant Early Warning Line [bottom left], was 
automated. All this was an outgrowth of radar’s invention by Sir Robert Watson-Watt [bottom right]. 
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air-traffic control and maritime collision 
avoidance. The decades since have seen 
dozens of additional uses.

Current radar technology falls into 
two broad categories. One is the direct 
descendant of wartime radar and is 
capable of ranges of up to hundreds 
of kilometers, using high-power trans-
mission concentrated in a relatively nar-
row slice of radio bandwidth. Regulatory 
authorities call this form of radar radio-
location. The other category covers sys-
tems that operate at much lower power 
levels, over much smaller distances.

For now, consider radiolocation. It’s 
quite simple: Bounce a radio wave off 
a target and measure how long it takes 
for the radio echo to come back. That 
gives you its distance. The aiming of the 
antenna that produces the echo indi-
cates the direction to the target.

The accuracy of your measurements 
depends, of course, on the electronics 
you use. The radar designers of the 
Second World War had to contend with 
the limitations of vacuum tubes. Postwar 
improvements, prompted by the advent 
of the transistor, included operation at 
ever-higher frequencies, which made 
possible tighter beams from smaller 
antennas, which in turn enabled lon-
ger range and better directional preci-
sion. More sensitive receivers further 
increased the working distance.

Advances in display technology were 
also important. Watson-Watt and his team 
had cleverly contrived displays out of 
existing laboratory oscilloscopes. A hori-
zontal trace would start moving across 
the screen when the signal left the trans-
mitter and deflect vertically—creating 
a “blip”—when the signal returned. The 
horizontal distance from the starting 
point to the blip indicated the range to the 
target. This worked, but the task of con-
stantly watching for blips in the “grass” 
(noise) quickly fatigued radar operators, 
which increased the risk of error.

During the Cold War, the U.S. and 
Canadian governments installed the 
Distant Early Warning Line: a chain 
of 63 radar stations across the Arctic 
regions of both countries. The goal 
was to detect incoming Soviet bomb-
ers in time to launch a retaliatory strike. 

Foreseeing that either missed signals 
or false positives could be catastrophic, 
the designers developed an automatic 
blip-detecting system to back up the 
operators. Later applications, such as 
collision-avoidance radars in aircraft and 
self-braking systems in cars, increasingly 
came to depend on automatic responses.

Radiolocation’s realm expanded dra-
matically with the application of the 
Doppler effect, relevant here because 
an electromagnetic wave ref lected 
from an oncoming target comes back at 
a frequency higher than the transmit-
ted frequency. Likewise, a receding tar-
get results in a lower return frequency. 
The difference between transmitted and 
received frequencies provides a mea-
sure of the target speed relative to the 
radar antenna. That differ-
ence is always small. A target 
approaching at 100 kilometers 
per hour raises the received 
frequency by less than one part 
in 5 million, for example. For-
tunately, engineers have long 
known how to create circuits 
that can precisely compare 
nearly identical frequencies. 

The earliest applications of 
Doppler radar simply mea-
sured raw speed, like the police 
radar that caught Watson-Watt 
in the 1950s. It would be 
another 20 years before the 
emergence of digital micropro-
cessors made possible some 
truly amazing improvements. 
For example, the Doppler 
effect can be used to step up the angular 
resolution in synthetic-aperture radar, 
which takes multiple radar scans from 
a moving platform, such as an airplane 
or spacecraft, and combines them into 
what looks like an infrared photo. Ideal for 
military reconnaissance, the technology 
can reveal enemy facilities in total dark-
ness and through cloud cover and foliage. 
Peaceful uses include the monitoring of 
lake and river ice, glaciers, crops, defor-
estation, and coastal erosion, as well as 
the tracking of forest fires, floods, volca-
nic eruptions, and oil spills.

Doppler weather radar, familiar to TV 
viewers and Internet weather junkies, 

measures the distance and lateral speed 
of falling particles of rain or snow, allow-
ing forecasters to plot the evolving loca-
tions of storms and the winds swirling 
inside them. Such a system can even see 
through one storm to probe another one 
beyond it. Some versions compare the 
reflections from vertically and horizon-
tally polarized signals to distinguish 
among rain, hail, snow, and ice pellets. 
These radars can also detect tornadoes 
from the presence of debris in the air 
and plot a twister’s location and veloc-
ity in real time—information that lets offi-
cials warn people in its projected path. 
A variation used at some airports tracks 
the activity of small airborne particles 
to pinpoint wind shear, which if unde-
tected can cause aircraft to stall and drop 

during takeoff or landing, with possibly 
fatal results. 

Police and other first responders have 
access to another type of Doppler radar 
device, one that sees through building 
walls to locate hostages or captors and can 
even detect the breathing of an uncon-
scious victim. A different configura-
tion helps to find people trapped under 
the rubble of a collapsed building. Still 
another type, used at mining sites, both 
identifies underground rock strata and 
monitors instabilities in the terrain that 
can forewarn of an impending cave-in.

And these are just the things that are 
already being done. Forthcoming appli-

STORM’S A-BREWIN’: Doppler radar has proved invalu-
able for monitoring severe weather, such as Hurricane 
Charley, which devastated parts of Florida in 2004.
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cations will detect birds near wind farms 
so as to cut down on avian mortality by 
halting the turbine blades when birds 
approach. Installed near airports, sim-
ilar radars could prevent mishaps like 
the forced landing of an airliner in the 
Hudson River in 2009 after it ran into 
a flock of Canada geese on takeoff from 
New York City. Soon to come is a rear-
view radar for bicyclists.

T he electromagnetic spec-
trum is a little like the space 
on a submarine: There’s 
never enough to go around. 
So users of radio spectrum 

generally have to share it. The problem 
is that radiolocation does not share well. 
Long-range operation requires power-
ful transmitters and sensitive receiv-
ers because of the way the transmitted 
energy spreads out on its journey to the 
target and then scatters on reflection. 
Only a small fraction of the energy heads 
back toward the receiver, and that, too, 
spreads out as it travels. Overall, the 
received signal drops off in proportion 
to the fourth power of the target distance. 

From a sharing standpoint, radioloca-
tion presents the thorniest of all possible 
cases: a strong transmitted signal that is 
highly interfering to other users and a 
return signal so weak that it’s extremely 
susceptible to incoming interference—
although digital processing at the receiver 
can suppress some of the interfering 
signal. To make matters worse, many 
applications of radar, including defense, 
air-traffic control, maritime safety, and 
weather prediction, are critical to human 
lives and safety, so radio interference can 
have catastrophic consequences.

Given those concerns, you might expect 
to find a robust regulatory regime for 
radiolocation, one that sets out clear oper-
ating limits and requires new installations 
to protect those already using these air-
waves. Yet no such regime exists in some 
countries, including the United States. 
The Federal Communications Commission
prescribes what frequency bands such 
radars can use, as all countries’ regula-
tors do, but little else. The FCC approves 
(or disapproves) radiolocation power 
and bandwidth on a case-by-case basis, 

All but one of these bands are shared 
with other applications. The most useful 
frequencies, from 2,900 megahertz on 
up, are also shared with federal radio-
location users. 

But how do U.S. radar users outside 
of government share spectrum with 
one another? Some radio services that 
accommodate multiple users impose a 
procedure called frequency coordina-
tion. Details vary, but the aim is to assign 
each newcomer a frequency that mini-
mizes the risk of interference both to and 
from incumbents. In the United States, 
the categories subject to frequency coor-
dination include two-way radio, some 

satellite Earth stations, and 
also most fixed-microwave 
radio links, which are often 
used to connect cellular base 
stations, among other things. 
But radiolocation is specifi-
cally exempt. A company that 
wants to install some new 
radiolocation gizmo is free 
to choose its own frequency 
of operation within one of the 
radiolocation bands. Federal 
spectrum authorities study 
each filed application for the 
risk of interference to federal 
systems, but no one does the 
same to protect nonfederal 

users on these frequencies.
In the United States and other coun-

tries where the private use of radio-
location equipment is permitted, a 
licensing requirement of some sort seems 
to be universal, although it may not be 
widely respected. The FCC’s database
shows fewer than 2,000 active radioloca-
tion licenses for the entire United States, 
not counting those for units used on ves-
sels operating in U.S. waters—which are 
deemed to have licenses without any-
body actually having to obtain them. 

R A D I O L O C A T I O N I S N ’ T  T H E  O N L Y  U S E  for radar, 
though. Another family of applications, 
which evolved later, transmits much less 
power—usually well under a milliwatt—
over a much shorter range, usually just 
a few meters or less. It also uses a much 
wider radio bandwidth, typically in the 
tens to hundreds of megahertz.

and it can similarly authorize any type 
of modulation “upon a satisfactory show-
ing of need,” with no guidance on what 
that entails. “No rules in advance,” says 
the FCC, in effect. “Apply for something, 
and we’ll let you know whether it passes 
muster with us.”

Canada and Taiwan follow a similar 
strategy in regulating radiolocation 
equipment. Perhaps the intent is to 
reduce regulatory barriers to new tech-
nologies. That would be laudable. But 
vague rules are more likely to be a hin-
drance. That’s because a company with 
an idea for a new radiolocation product, 
unable to know in advance whether it 

would qualify for approval, may be reluc-
tant to invest in its development.

This loose approach is not universal, 
though. European regulators, for exam-
ple, require compliance with certain 
well-described technical standards while 
grandfathering in older types of equip-
ment and offering procedures to obtain 
approval of new types. In other places, 
including parts of Africa, regulators fol-
low European standards and procedures. 
Japan has its own system. Some other 
non-Western countries avoid the prob-
lem entirely by keeping high-powered 
radiolocation equipment out of private 
hands, limiting its use exclusively to the 
government and the military.

The United States doesn’t do that. 
Instead, it allocates 14 frequency bands,
ranging from 70 kilohertz to 81 gigahertz, 
for nonfederal radiolocation services. 

CAR’S A-COMIN’: An upcoming radar product called 
Backtracker will help bicyclists detect vehicles 
approaching from behind.
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These devices emit a train of short, 
sharp-edged pulses, which enable the 
equipment to measure return times 
more precisely. Another benefit is that 
such a waveform spreads energy over 
a lot of the radio spectrum—sometimes 
a gigahertz or more.

This kind of signal causes little radio 
interference to most other receivers, 
which are sensitive only to a narrow range 
of frequencies and so are affected by just 
a tiny fraction of the radar transmitter’s 
total power output, which is small to 
begin with. Conversely, because the 
signals from most other kinds of radios 
are contained within a very narrow slice 
of spectrum, they have little effect on a 
wideband radar’s performance.

The broad frequency range also con-
fers a regulatory advantage. Because 
governments typically set power limits 
on a per-megahertz basis, a radar using 
a wide bandwidth can emit a relatively 
high level of total power and still remain 
in compliance with the rules.

Early examples of this technology 
appeared in the 1970s in the form of 
ground-penetrating radar (GPR). This 
equipment helps excavation crews find 
underground pipes and cables, detects 
invisible defects under the surfaces of 
highways and airport runways, and once 
even located a woolly mammoth below the 
Siberian permafrost. For decades, though, 
the United States had no regulations under 
which to authorize GPRs, so their sale and 
use were illegal. But the devices filled 
important needs, promoted public safety, 
and did not cause interference problems, 
so—for nearly three decades—regulators 
generally looked the other way.

The FCC finally authorized GPRs, along 
with several other kinds of radar-imaging 
systems, in 2002, as part of its ultrawide-
band proceeding. One reason it took so 
long was that the notion of allowing such 
wideband transmissions drew vehement 
opposition from virtually every orga-
nized group of spectrum users, includ-
ing key U.S. government agencies, all of 
which warned of crippling interference 
to their systems. The FCC responded 
by setting very low power limits for all 
ultrawideband devices and mandated 
that this energy be spread thinly over 

the spectrum. It did this by stipulating 
that the power not exceed 75 nanowatts 
per megahertz. The FCC also imposed 
a minimum bandwidth equal to at least 
20 percent of the center frequency or 
500 MHz, whichever is less.

As time went on, and as the oppo-
nents’ predictions of doom failed to 
materialize, other nations adopted sim-
ilar rules. Some countries, including 

the United States and those of Europe, 
began allowing radar systems that use 
less bandwidth and, in some cases, 
higher power than initially permit-
ted. Called wideband radars, these use 
either ultrawideband-type pulse trains 
or frequency-modulated continuous-
wave signals. They gave rise to a host 
of vehicular, mining, industrial, public 
safety, and novel airport applications.

LEARN FROM EXPERTS AT MIT
Massachusetts Institute of Technology

Advance your career and impact your company’s
success in 2015 by making a strategic investment
in training and education. Register for a 1–5 day
intensive course and access world-class thinking,
acquire new skills, and bring innovative ideas back
to work. Earn CEUs and a certificate of completion.

Short Programs – Summer 2015

To learn more about the courses offered this summer, or to inquire about 
having a course customized and delivered at your company location, visit:

http://shortprograms.mit.edu/ieee2015

Topics include:
› Biotechnology /Pharmaceutical 
› Computer Science 
› Crisis Management
› Data Modeling and Analysis 
› Design, Analysis, 

and Manufacturing
› Energy /Transportation 
› Imaging

› Innovation
› Leadership /Communication
› Radar
› Real Estate
› Robotics
› Systems Engineering
› Sustainabilitity
› Tribology

USE CODE PE04 AND SAVE 10% 
when you register and pay fees by April 15.

SPECTRUM.IEEE.ORG | INTERNATIONAL | FEB 2015 | 53

Previous Page | Contents | Zoom in | Zoom out | Front Cover | Search Issue | Next Page q
q
M

M
q

q
M

M
qM

Qmags
®THE WORLD’S NEWSSTAND

Previous Page | Contents | Zoom in | Zoom out | Front Cover | Search Issue | Next Page q
q
M

M
q

q
M

M
qM

Qmags
®THE WORLD’S NEWSSTAND

__________

http://www.qmags.com/clickthrough.asp?url=http://shortprograms.mit.edu/ieee2015&id=19249&adid=P53A1
http://www.qmags.com/clickthrough.asp?url=http://Spectrum.ieee.org&id=19249&adid=P53E1
http://www.qmags.com/clickthrough.asp?url=www.qmags.com&id=19249&adid=logo
http://www.qmags.com/clickthrough.asp?url=http://spectrum.ieee.org&id=19249&adid=logo
http://www.qmags.com/clickthrough.asp?url=http://spectrum.ieee.org&id=19249&adid=logo
http://www.qmags.com/clickthrough.asp?url=www.qmags.com&id=19249&adid=logo


In contrast to the situation 
with high-power radioloca-
tion, all countries that allow 
low-power, wideband radars 
have imposed detailed techni-
cal regulations. Some did so 
by adopting versions of one 
another’s standards, although 
most of the world’s ultrawide-
band rules generally track 
the U.S. model. Going in the 
other direction, a recent FCC 
approval of industrial level-
probing radars (used to gauge 
the levels of liquids and of piles 
of dry material in buildings 
and outdoors) largely fol-
lowed European technical 
rules. Manufacturers welcome 
this kind of global uniformity 
because it enables them to 
make products that they can 
sell in multiple countries.

Policies on the licensing 
of wideband radars are less 
uniform around the world. 
The United States permits all 
such units to operate without 
a license, although some are 
restricted to particular user 
groups, such as emergency 
personnel. Radar equipment 
for which Canada has tech-
nical standards are similarly 
license exempt. Some coun-
tries, though, including ones 
in Europe, require licensing 
for some categories of equip-
ment, such as GPRs and cer-
tain industrial radars.

By far the most widespread 
application of low-power radar 
is in vehicles. A fast-growing 
number of cars and trucks 
now feature radar-enabled 
adaptive cruise control, col-
lision warning, automatic 
braking, blind-spot detection, 
lane-change assist, and back-
up alert systems [see “Making 
Bertha See,” IEEE Spectrum,
August 2014]. Nowhere, as 
far as I know, do these vehic-
ular radars require a license. 
But vehicles go anywhere 

roads do, and their electro-
magnetic emissions go with 
them—a fact that worries 
some spectrum users, par-
ticularly radio astronomers, 
whose extremely sensitive 
receivers make observa-
tions on the same frequen-
cies that many countries use 
for vehicle radars. Regula-
tors have largely downplayed 
the astronomers’ concerns, 
responding instead to the 
automakers’ promises of bet-
ter safety for motorists. 

Perhaps favoring vehicle 
radars over radio astronomy 
was an easy call. But when 
the level-probing radar indus-
try offered to protect radio 
astronomers from interfer-
ence by accepting a prohibi-
tion on installation close to 
their sites, the FCC declined 
to impose such a requirement. 
The regulators may have rea-
soned that too many rules 
would slow the growth of this 
industry. Certainly, there are 
many instances where this 
has been true. But exces-
sive flexibility in regulatory 
requirements breeds uncer-
tainty, which can both deter 
innovation and unnecessarily 
threaten other services.

Watson-Watt jokingly told 
the police officer who pulled 
him over that had he known 
radar would be used for 
speed traps, he would never 
have invented it. He might 
have changed his mind—and 
it would have pleased him 
enormously—had he also 
known that his invention 
would not only protect civil-
ians in their homes in war-
time Great Britain but also 
make all of us more secure at 
industrial sites, in air travel, 
and on the highway.  ■

POST YOUR COMMENTS at http://
spectrum.ieee.org/radar0215

Singapore NRF Fellowship 
2016

The Singapore National Research Foundation 
(NRF) invites outstanding researchers in the 
early stage of research careers to apply for the 
Singapore NRF Fellowship.

The Singapore NRF Fellowship offers:

The NRF Fellowship is open to all researchers 
(PhD holders) who are ready to lead independent 
research in Singapore. 

Apply online at the following web-link before 

https: / / r i ta.nrf.gov.sg/AboutUs/NRF_
Initiatives/nrff2016/default.aspx

For further queries, email us at 

About the National Research Foundation

The National Research Foundation (NRF) was 
set up on 1 January 2006 as a department 
within the Prime Minister’s Office, Singapore. 
NRF sets the national direction for policies, 
plans and strategies for research, innovation 
and enterprise. It funds strategic initiatives 
and builds research and development (R&D) 
capabilities. The NRF aims to transform 
Singapore into a vibrant R&D hub and 
a magnet for excellence in science and 
technology, contributing to a knowledge-
intensive innovation-driven society, and 
building a better future for Singaporeans. For 
more details, please refer to www.nrf.gov.sg
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ing in Chile during the 1973 U.S.-backed military coup, he was 
kidnapped and murdered by Chilean soldiers.) 

By 1972, Maass had synthesized the Innovation Group’s 
findings into a “self-energized program” for training change 
managers in any organization. Such individuals would work to 
cultivate institutional “climates” that were “flexible, respon-
sive, and innovative.” The program started by guiding these 
managers through a clear-eyed contextual analysis of tech-
nological change within their organizations and industries, 
informed by management science. Local innovation groups 
of 12 to 20 change managers could then formulate and exe-
cute “action plans” in their given organizations. Technology 
Communication facilitated the process by providing “discus-
sion packages” and a library of then-cutting-edge videotapes.

In marketing these materials for change managers, the Inno-
vation Group helped shape the skill set as well as the broader 
cultural image of the innovator. Change managers, the group 
decreed, had no fixed profession or institution. They merged 
social and technical solutions. They were creative and artis-
tic. They swam in countercultural currents. They achieved 
financial and technical goals by drawing on human empathy. 
They were entrepreneurial risk takers. Most important, they 
achieved external rewards and inner satisfaction from their 
faith in the new as a key human virtue.

Innovation constructed intimate portraits of exemplary 
innovators. Its profile of Engelbart compared the SRI 
researcher with the antiauthoritarian protagonist of the 1959 
short story “The Loneliness of the Long Distance Runner.”
Engelbart was “broad-shouldered” and “athletic,” “wistful 
and boyish” but “prematurely gray,” “diffident yet warm,” 

“gentle yet stubborn,” someone who “wins respect.” Person-
ality and physique mattered, as did passion: Engelbart had 
a “love affair with augmentation systems.” What counted 
above all, according to the profile, was the researcher’s 
clear vision and tenacity to bring that vision to life. Because 
Engelbart knew that a “revolution like the development of 
writing and the printing press lumped together” was com-
ing, he had to withdraw from the world in the single-minded 
pursuit of its transformation.

In Innovation’s view, the ideal innovator was also a managerial 
iconoclast who wasn’t focused solely on creating new ventures 
but could also turn around existing institutions, including 
corporations, universities, and government agencies. Writ-
ing in the November 1970 issue, psychologist Frieda B. Libaw 
described how the change manager was an archetype for “the 
creative corporation”: a collection of individuals who could 
look change in the eye and embrace its risks and opportunities. 

IF NOT FOR A SERIES OF UNFORTUNATE EVENTS, WE 
might still look to Innovation as we now do to IEEE Spectrum 
or Wired for wide-ranging analysis of technological change. 

THE BIRTH OF INNOVATION
CO NTI N U E D F RO M PAG E 41

Measure all six components of
force and torque in a compact,
rugged sensor.

www.ati-ia.com/ift
919.772.0115

ROBOTIC END-EFFECTORS

Low-noise Electronics—interfaces for
Ethernet, PCI, USB, EtherNet/IP, PROFINET,
CAN, EtherCAT, Wireless, and more

Interface Structure—high-strength
alloy provides IP60, IP65, and IP68
environmental protection as needed

Sensing Beams and Flexures—designed
for high stiffness and overload protection

The F/T Sensor outperforms traditional load cells, instantly providing
all loading data in every axis. Engineered for high overload protection
and low noise, it’s the ultimate force/torque sensor. Only from ATI.
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But just nine months after the Long Island workshop, Colborn 
died of cancer at the age of 58. A year later, Morton arrived 
at a New Jersey bar after closing, where he encountered two 
would-be muggers. A fistfight ensued. Morton was beaten, put 
in his car, and set ablaze in a gruesome murder. 

Compounding these tragedies, a post-Vietnam recession in 
the defense industry thwarted the company’s expansion. The 
stagnation prompted a May 1972 theme issue of Innovation
on “myopic research management,” which hectored readers 
to take advantage of its multimedia tools. A month later, the 
magazine unceremoniously published its final issue.

The core themes of the Innovation Group, however, exploded 
in importance during the 1970s and 1980s, as the tectonic 
shifts of the post-Vietnam period became clear. What once 
felt like an edgy glimpse into the future now appeared as a 
self-evident reality, with all manner of experts seeking to 
prepare a technical workforce for “innovation ecosystems.”

Former Innovation contributors had a hand in this pro-
liferation. Its staff dispersed to technology publications 
and corporate public relations, and its advisory members 
remained prominent thought leaders. It also had numer-
ous imitators, including corporate magazines like DuPont’s 
Innovation, which highlighted the company’s R&D projects,
and books like Gene Bylinsky’s The Innovation Million-
aires: How They Succeed (1976), 
which offered colorful profiles 
of entrepreneurs, scientists, 
and venture capitalists.

IEEE Spectrum itself bears 
an imprint of the Innovation 
Group. The IEEE had created 
the magazine in 1963 to link its 
150,000 diverse members. Six 
years later, Innovation poached 
Spectrum senior editor Nilo 
Lindgren. In addition to writing the previously mentioned 
profile of Engelbart, Lindgren wrote for the December 1969 
issue “The Splintering of the Solid-State Electronics Industry,” 
arguably one of the most influential articles ever published 
about Silicon Valley. After the start-up’s demise, Lindgren 
returned to Spectrum, and Innovation editor Michael F. Wolff, 
who’d taken the helm after Colborn’s death, joined as a con-
tributing editor. The two helped shape the magazine’s tone 
into the 1980s, among other things creating an “Innovation” 
article series that profiled entrepreneurs.

Though largely forgotten, Technology Communication cre-
ated a remarkably robust vision of technoscientific life. Inno-
vation chronicled with gusto how a select few could achieve 
astonishing levels of creative and financial success. These 
accounts were not just for aspiring innovators but also for 
readers in cubicles at IBM, research parks in Palo Alto, Man-
hattan consulting firms, and academic departments. The 
change manager’s creed, which Innovation helped define 
and which is now accepted as an article of faith throughout 
our digital culture, is that risk and uncertainty are the nec-
essary price of technology-aided growth. Such is the joy and 
the burden of the technology insider.  ■

To read a selection 
of ar ticles from
Innovation  or to 
post comments,
go to ht tp://
spectrum.ieee.org/
innovation0215

Sign up today!
www.spectrum.ieee.org/webinar

The brightest minds discussing the biggest topics.      

               Earn PDHs by attending a Webinar!

12 Feb

New Webinar in February

Transformer and Inductor Modeling 
with COMSOL Multiphysics
To minimize transmission losses, electrical grids 
transport power over distances at low currents 
and high voltages. Improving the performance 
and reliability of transformers, which are vital 
to minimizing these losses, has great potential 
value. Multiphysics simulation enables accurate 
transformer and inductor design by accounting 
for coupled electrical and thermal eff ects, such 
as Joule heating. This webinar will introduce 
techniques for modeling inductive couplings and 
will demonstrate the simulation of a transformer 
in COMSOL Multiphysics.
http://spectrum.ieee.org/webinars

On-Demand Webinars

Thinking Across the Plug: 
Integrating Electric Vehicles and the Smart Grid
Speakers will discuss what we’re discovering about the interaction 
between next-generation electric vehicles and the electric distribution 
system that powers them. http://spectrum.ieee.org/webinar/
thinking-across-the-plug-the-coming-integration-of-electric-
vehicles-and-smart-grids

Bring Medical Devices to Market Faster 
with Reusable Components
This webinar will show attendees how to think strategically about 
design components, identify which elements should be standardized 
and re-used, and more. http://spectrum.ieee.org/webinar/bring-
medical-devices-to-market-faster-with-reusable-components

Sponsors
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FACULTY POSITIONS AVAILABLE IN ELECTRICAL/COMPUTER ENGINEERING 

Sun Yat-sen University & Carnegie Mellon University are partnering to establish the  
SYSU-CMU Joint Institute of Engineering (JIE) to innovate engineering education in  
China and the world. The mission of the JIE is to nurture a passionate and collaborative  
global community and network of students, faculty and professionals working toward  
pushing the field of engineering forward through education and research in China and  
in the world.

JIE is seeking full-time faculty in all areas of electrical and computer engineering (ECE). 
Candidates should possess a doctoral degree in ECE or related disciplines, with a 
demonstrated record and potential for research, teaching and leadership. The position  
includes an initial year on the Pittsburgh campus of Carnegie Mellon University to  
establish educational and research collaborations before locating to Guangzhou, China.

This is a worldwide search open to qualified candidates of all nationalities, with an 
internationally competitive compensation package for all qualified candidates.

PLEASE VISIT: jie.cmu.edu for details

RESEARCH STAFF POSITIONS AVAILABLE IN ELECTRICAL/COMPUTER ENGINEERING 

SYSU-CMU Shunde International Joint Research Institute (JRI) is located in Shunde, 
Guangdong. Supported by the provincial government and industry, the JRI aims to bring 
in and form high-level teams of innovation, research and development, transfer research 
outcomes into products, develop advanced technology, promote industrial development 
and facilitate China’s transition from labor intensive industries to technology intensive and 
creative industries.

The JRI is seeking full-time research faculty and research staff that have an interest in the 
industrialization of science research, which targets electrical and computer engineering or 
related areas.

Candidates with industrial experiences are preferred.

Applications should include a full CV, three to five professional references, a statement  
of research and teaching interests, and copies of up to five research papers.

Please submit the letters of reference and all above materials to the address below.

Application review will continue until the position is filled.

EMAIL APPLICATIONS OR QUESTIONS TO: sdjri@mail.sysu.edu.cn
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Faculty Positions
The Electrical and Computer Engineer-
ing Department of Baylor University 
seeks faculty applicants for three ten-
ured/tenure-track Faculty Positions 
at all levels. Any area of expertise will 
be considered but applicants in com-
puter engineering will be given special 
consideration. Applicants for assistant 
professor must demonstrate potential 
for sustained, funded scholarship and 
excellent teaching; applicants for as-
sociate or full professor must present 
evidence of achievement in research 
and teaching commensurate with the 
desired rank. The ECE department of-
fers B.S., M.S., M.E. and Ph.D. degrees 
and is rapidly expanding its faculty size. 
Facilities include the Baylor Research 
and Innovation Collaborative (BRIC), a 
newly-established research park min-
utes from the main campus.

Chartered in 1845 by the Republic of 
Texas, Baylor University is the oldest 
university in Texas. Baylor has an en-
rollment of over 15,000 students and 
is a member of the Big XII Conference. 
Baylor’s mission is to educate men and 
women for worldwide leadership and 
service by integrating academic excel-
lence and Christian commitment within 
a caring community. The department 
seeks to hire faculty with an active 
Christian faith; applicants are encour-
aged to read about Baylor’s vision for 
the integration of faith and learning at 
www.baylor.edu/profuturis/.

Applications received by January 1, 
2015 will be assured full consideration. 
Applications must include: 

1) a letter of interest that identifies the 
applicant’s anticipated rank, 

2) a complete CV, 

3) a concise statement of teaching and 
research interests, 

4) the names and contact information 
for at least four professional references. 

Additional information is available at 
www.ecs.baylor.edu. Send materials 
via email to Dr. Ian Gravagne at Ian_
Gravagne@baylor.edu. Please combine 
all submitted material into a single pdf 
file.

Baylor University is affiliated with the Baptist 
General Convention of Texas. As an Affirma-
tive Action/Equal Employment Opportunity 
employer, Baylor encourages candidates of the 
Christian faith who are minorities, women, vet-
erans, and persons with disabilities to apply.

The Hong Kong Polytechnic University is a government-funded tertiary institution in Hong Kong.  It offers programmes 
at various levels including Doctorate, Master’s, and Bachelor’s degrees.  It has a full-time academic staff strength of 
around 1,250.  The total consolidated expenditure budget of the University is about HK$5 billion per year.

DEPARTMENT OF ELECTRONIC AND INFORMATION ENGINEERING
Since its inception in 1974, the Department of Electronic and Information Engineering (EIE) has enjoyed a distinguished 
history of providing outstanding engineering education and applicable research in Hong Kong. As part of our long term 
strategic development, we are introducing new courses in information security and specialism in optoelectronics in Master’s 
degree. This reflects both our research objectives and responds to the needs of employers in Hong Kong and beyond. 

As the initial stage of the strategy, we are seeking applications from strong candidates in one of the areas listed above. 
These will complement the existing strengths in communications, applied nonlinear circuits and systems, multimedia 
signal processing and photonic systems, devices and imaging. Leading scholars regularly visit the Department for 
research collaboration and to enhance the Department’s research profile. The Department has extensive resources to 
support a wide variety of teaching activities and research interests.  Please visit the website at 
http://www.eie.polyu.edu.hk/ for more information about the Department.  EIE is a constituent of the Faculty of 
Engineering.  Information on the Faculty is available at http://www.polyu.edu.hk/feng/.

Associate Professor / Assistant Professor in Information Security / Optoelectronic 
Systems and Devices (several posts)
The appointees will be required to (a) undertake teaching duties at undergraduate and postgraduate levels in the area of 
optoelectronics or information security; (b) attract funding to support both fundamental and industrial research; (c) 
conduct research that leads to publications in top-tier refereed journals; (d) supervise student projects and theses; (e) 
engage in scholarly research/consultancy in their area of expertise; and (f) contribute to departmental activities.  

Applicants should (a) have a PhD degree in a relevant discipline; (b) have the relevant postdoctoral research experience 
and a publication record commensurate with the level of appointment; (c) demonstrate potential to establish significant 
externally funded research programmes; (d) be able to demonstrate evidence of effective classroom teaching skills; and 
(e) have excellent communication skills (the medium of instruction is English).

Applicants are invited to contact Professor Michael Somekh, Chair Professor of Biophotonics and Head, EIE, by email
mike.somekh@polyu.edu.hk for further information.

Remuneration and Conditions of Service
A highly competitive remuneration package will be offered.  Initial appointment for Assistant Professor will be on a 
fixed-term gratuity-bearing contract.  Re-engagement thereafter is subject to mutual agreement.  An appropriate term 
will be provided for appointment at Associate Professor level.  Applicants should state their current and expected salary 
in the application.

Application
Please submit application form via email to hrstaff@polyu.edu.hk; by fax at (852) 2764 3374; or by mail to Human
Resources Office, 13/F, Li Ka Shing Tower, The Hong Kong Polytechnic University, Hung Hom, Kowloon, 
Hong Kong.  If you would like to provide a separate curriculum vitae, please still complete the application form which 
will help speed up the recruitment process.  Application forms can be obtained via the above channels or downloaded
from http://www.polyu.edu.hk/hro/job/en/guide_forms/forms.php. Recruitment will continue until the positions
are filled.  Details of the University’s Personal Information Collection Statement for recruitment can be found at 
http://www.polyu.edu.hk/hro/job/en/guide_forms/pics.php.

Learn more at: 
www.ieee.org/ 
ieee-access
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Become a published 
author in 4 to 6 weeks.

Published only online, IEEE Access
is ideal for authors who want 
to quickly announce recent 
developments, methods, or new 
products to a global audience.

• Publish articles in 4 to 6 weeks
• Submit multidisciplinary 

articles that do not fit neatly
in traditional journals

• Reach millions of
global users through 
the IEEE Xplore®

digital library with 
free access to all

IEEE Access... 
a multidisciplinary 
open access journal 
that’s worthy of 
the IEEE.

South Dakota State University
Department of Electrical 

Engineering and 
Computer Science

Brookings, SD 57007
Assistant Professor of 
Electrical Engineering

Seeking applications for two 9-month renewable tenure 
track positions; open August 22, 2015. An earned Ph.D. 
in Electrical Engineering or a closely related field is 
required at start date. Successful candidates must have a 
strong commitment to academic and research excellence. 
Candidates should possess excellent and effective written, 
oral communication, and interpersonal skills. Primary 
responsibilities will be to teach in the various areas of 
electrical engineering and participate widely in the EE 
curriculum, and to conduct research in one or more of the 
following areas: image and signal processing, materials 
and devices, energy and power systems, or related areas. 
In addition to teaching in the identified research areas, 
preference will be given to those able to teach in one or 
more of the following areas: biomedical, computer, controls 
or communications engineering. To apply, visit https://
YourFuture.sdbor.edu, search for posting number 0006848 
and follow the electronic application process, which will 
require attachment of a cover letter, curriculum vitae, 
teaching statement, research statement, and reference page.  
For questions on the electronic employment process, contact 
SDSU Human Resources at (605) 688-4128. For questions 
on the position, contact Dr. Wei Sun, Search Chair, at (605)
688-4565 or wei.sun@sdstate.edu. SDSU is an AA/EEO 
employer. Women, minorities, veterans, and people with 
disabilities are encouraged to apply.
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The Department of Electrical Engineering at the Petroleum Institute (PI) invites applications/nominations for the position 

of Department Chair, starting Fall semester 2015 or Spring semester 2016. The Chair of Electrical Engineering serves as the 

academic and administrative leader of the Department. Consideration will be given to only those who merit appointment at 

the rank of Full Professor and have a record of distinguished research and educational achievements. 

EE Department offers B.S. degree in EE (ABET accredited), M.S. degree, and is in the process of establishing a Ph.D. program. 

There are presently 13 full-time faculty in the EE Department with the projection to increase the size to 22 faculty by 2020 

targeting highly qualified senior faculty. Currently, the Department utilizes 4 lab engineers and two lab technicians with the intention to double this number by 

2016. State-of-the-art labs in the Department include High Voltage, Power Electronics, Renewable Energy, Automation and Instrumentation, plus additional labs 

all attached to the Department as part of the PI Research Center. Collaborations exist with several renowned universities in the US, Europe and Japan. These 

collaborations focus on different aspects of education and research.

The successful candidate will be expected to work closely with the Electrical Engineering faculty to develop a vision of the long-term evolution of the Department 

and implement a strategy to execute that vision. Serving as the academic and administrative leader of the Department, the chair would work collaboratively with 

faculty and staff to lead the academic and administrative affairs of the Department while promoting excellence in teaching, assessment, and program design leading 

to achievement of student learning outcomes. The incumbent represents the key advocate and communication link for the Department, and leads faculty and staff 

in teaching, utilizing scholarly research and professional activities to produce high quality engineering and science professionals.

Required qualifications of the candidate include: (1) PhD degree in Electrical Engineering or closely related field supported by relevant electrical engineering 

academic or industry experience; (2) Excellent record of teaching and scholarly achievements; (3) Advanced interpersonal verbal and written communication skills; 

and (4) Demonstrated ability to lead and successfully manage professionals in an academic organization.

The position of Department Chair offers highly competitive compensation and benefits. Salary and benefits will be commensurate with qualifications and experience. 

The total compensation package includes a tax-free 12-month base salary, and a benefits allowance that covers relocation, housing, initial furnishings, utilities, 

transportation (interest-free automobile purchase loan), health insurance, child(ren) education, end-of-service benefit, conference travel and annual leave travel. 

Interested candidates should submit all materials online with a cover letter stating administrative, research, and teaching experience, a curriculum vitae, a detailed 

description of research and teaching interests, and names and contact information for five references. Applicants will be required to pass a pre-employment 

physical examination and qualify for a visa in the United Arab Emirates. Review of applications will begin immediately and will continue until the position is filled. 

The deadline for applications is 02 March 2015. Only shortlisted applicants will be notified. Kindly apply directly to: https://career.pi.ac.ae

Director of Carlson Center for 
Imaging Science
RIT seeks a visionary and dynamic leader to serve as the Director of the 
Chester F. Carlson Center for Imaging Science, an interdisciplinary and 
experiential research and education center dedicated to advancing the 
technical frontiers of imaging science.

Required Minimum Qualifications - The successful candidate must have:

An earned doctorate, with significant research experience related to 
imaging science
Demonstrated strong management, leadership, communication, and 
advocacy skills
The ability to facilitate a broad research portfolio that encompasses 
the many dimensions of imaging science, fostering and encouraging 
collaboration with other academic disciplines

An appropriate candidate may be appointed at the level of full professor 
with tenure.

Required Minimum Education Level: PhD

Required Application Documents: 

Curriculum Vitae or Resume
Cover Letter
List of References

HOW TO APPLY:  Apply online at 
http://apptrkr.com/552347
search openings, then Keyword search 1504BR.
RIT provides reasonable accommodation to applicants with disabilities, veterans or 
wounded warriors where appropriate. If you need reasonable accommodation for any 
part of the application and hiring process, please contact the Human Resources office at 
585-475-2424 or email your request to Careers@rit.edu. Determinations on requests 
for reasonable accommodation will be made on a case-by-case basis.

Requisition Number -1504BR

Rochester Institute of Technology
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AND NOW THIS…

Electronic circuits that can bend and flex seem to bring out the science 
fiction writer in many a reporter (and indeed they’ve been used in numerous sci-fi
movies and TV shows as a convenient way to underline the futuristic nature of a 
setting). Current excitement about the technology is centered on materials such as 
OLEDs and carbon nanotubes. But as this ad from May 1965 shows, the exciting 
future of flexible circuits is actually an old story. (Also worth noting is the reference 
to Princess telephones, which were first introduced in 1959 and sold until 1994. 
They are now considered a collectible design classic.) —STEPHEN CASS

A FLEXIBLE APPROACH
BENDABLE CIRCUITRY 

HAS A SURPRISINGLY 
LONG HISTORY
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NEW VERSION

20+ years serving the scientific 
& engineering community

Over 100 new features & improvements in Origin 2015!

FOR A FREE 60-DAY EVALUATION, GO TO 
ORIGINLAB.COM/DEMO AND ENTER CODE: 8547

Over 500,000 registered users worldwide in: 
◾ 6,000+ Companies including 120+ Fortune Global 500
◾ 6,500+ Colleges & Universities 
◾ 3,000+ Government Agencies & Research Labs
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MATLAB speaks Arduino
so you don’t have to

You can design, build, test and run a system–
on Arduino, Raspberry Pi, LEGO and more–

without writing traditional code.

Download free MATLAB and Simulink 
hardware support packages at 

hardware.mathworks.com

® ®
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